As requested, | have now demonstrated both vulnerabilities (BA2022 & BA2015) with
practical exploitation scenarios and PoC evidence, which shows how an attacker could
abuse these issues in a real-world context.

€ 1.[BA2022] Weak Hash in Code Signing - SHA-1 Exploitation Demonstration
Although the original CyberGhostVPNSetup.exe appears sighed and trusted, | have
successfully created a fake installer (fakeCyberGhost.exe) using a self-signed certificate
with SHA-1 hashing.

Technical Proof:
Used OpenSSL to generate a fake CA and SHA-1 certificate

Signed a fake binary using signtool.exe with that certificate
Windows still marked it as “Signed” (see sigcheck output)

Signature chain was accepted despite being forged with SHA-1

Security Impact:
This shows that an attacker could:

Forge a malicious payload using a SHA-1-based certificate chain
Mimic the CyberGhost vendor name and product
Trick users into installing malware disguised as a trusted installer

This kind of issue is highly relevant in supply chain attacks and APT-level scenarios,
especially in environments that do not enforce strict trust validation or SmartScreen
policies.



C:\Users\Fatih Biilbiil\Bug-Bounty\Sigcheckysigcheck -i CyberGhostVPNSetup.exe

Sigcheck v2.908 - File version and signature viewer
Copyright (C) 2004-2022 Mark Russinovich
Sysinternals - www.sysinternals.com

C:\Users\Fatih B*1b*1\Bug-Bounty\Sigcheck\CyberGhostVPNSetup.exe:
Verified: Signed
Link date: 12:25 13.09.2023
Signing date: 12:25 13.89.2023
Catalog: C:\Users\Fatih B*1b*1\Bug-Bounty\Sigcheck\CyberGhostVPNSetup.exe
Signers:
CyberGhost S.R.L.
Cert Statu This certificate or one of the certificates in the certificate chain is not time valid.
Valid Usag Code Signing
Cert Issuer: Sectigo Public Code Signing CA R36
Serial Number: 10 80 11 D9 6D @1 BF 95 9E C9 66 Ul E6 8F 91 8F
Thumbprint: TF5F5D775U9F37157EU9A125TCFDTTC6AECO7@OL
Algorithm: sha384RsA
Valid from: 03:00 03.06.2022
Valid t 02:59 83.06.2024
Sectigo Public Code Signing CA R36
Cert Statu: Valid
Valid Usag Code Signing
Cert Issuer: Sectigo Public Code Signing Root RU6
Serial Number: 62 1D 6D ©C 52 @1 9E 3B 9@ 79 15 20 89 21 1C @A
Thumbprint: BBC5E76773D2EUUFCI903DUDFEFEUS1553BBECUA
Algorithm: sha38U4RSA
Valid from: 03:00 22.83.2021
Valid to: 82:59 22.83.2036
Sectigo Public Code Signing Root RU6
Cert Status: Valid
Valid Usage: Code Signing
Cert Issue. AAA Certificate Services
Serial Number: 48 FC 93 BU 60 55 94 8D 36 A7 C9 8A 89 D6 9U 16
Thumbprint: 329B78A5CIEBC20U32U2DE9OCELIB7CEB1BAGCEI2
Algorithm: sha384RSA
Valid from: 03:00 25.85.2021
Valid to: 02:59 01.01.2029
Sectigo (AAA)
Cert Status: Valid
Valid lUsage: Client Auth Code Signing EFS, Email Protection, IPSEC Tunnel, IPSEC User, Server Auth, Timestamp Signing
Cert Issuer: AAA Certificate Services
Serial Number: ©1
Thumborint. D1ER22AAN1 7D68FDI256UC2F1F160176LDBE3U9
Algorithm: shalRSA
Valid +rom: 03 01.81.2004
Valid to: 02:59 01.01.2029
Counter Signers:

C:\Users\Fatih Biilb{il\Bug-Bounty>copy C:\Windows\System32\notepad.exe fakeCyberGhost.exe
1 file(s) copied.

. . T
g new private key to 'fake.key'




C:\Users\Fatih Biilbiil\Bug-Bounty}"C:\Program Files (x86)\Windows Kits\1@\bin\10.0.26100.0\x64\signtool.exe" sign /f fake.pfx /fd SHAL /p 123U fakeCyberGhost.exe
Done Adding Additional Store
Successfully signed: fakeCyberGhost.exe

C:\Users\Fatih BUlbiil\Bug-Bounty>Sigcheck\sigcheckéu.exe -i fakeCyberGhost.exe

Sigcheck v2.90 - File version and signature viewer
Copyright (C) 2004-2022 Mark Russinovich
Sysinternals — www.sysinternals.com

C:\Users\Fatih B*lb*1\Bug-Bounty\fakeCyberGhost.exe:

Verified: Bir sertifika zinciri do?ru olarak i?lendi ancak g’ven sa?lay?c?s? taraf?ndan g’venilmeyen bir k+k sertifikas?nda sona erdi.

Link date: 18:14 ©6.04.1989

Signing date: 11:19 20.05.2025

Catalog: C:\Users\Fatih B*lb*1\Bug-Bounty\fakeCyberGhost.exe

Signer:

Fake CyberGhost CA

Cert Status: The certificate or certificate chain is based on an untrusted root.
Valid Usage: ALl
Cert Issuer: Fake CyberGhost CA
Serial Number: 78 F1 3F 3C 25 4F F2 E6 @4 4C 41 @D 76 C6 75 DB C2 22 91 B8
Thumbprint: ESAF858BD55AA829CU6CEFD6C13CD514125FBSCY
Algorithm: shalRSA
Valid from: 18:55 208.85.2025
Valid to: 10:55 20.05.2026

Company : Microsoft Corporation

Description: Notepad

Product : Microsoft« Windows« Operating System

Prod version: 10.8.22621.5262

File version: 10.0.22621.5262 (WinBuild.160101.0808)

MachineType: 6U-bit

C:\Users\Fatih Biilbil\Bug-Bounty>

¢ 2.[BA2015] Missing High Entropy ASLR — Predictable Memory Layout
| have used WinDbg to run CyberGhostVPNSetup.exe multiple times and observed that
the binary consistently loads into low-memory base addresses, such as:

0x00C90000
0x00630000

On 64-bit systems, properly compiled binaries should load into high-memory
randomized regions (e.g., 0x00007FF6xxxx0000) when High Entropy ASLR is enabled.

Technical Proof:
WinDbg output shows low, non-randomized base addresses

Confirms that /HIGHENTROPYVA is not in use
Therefore, attackers can predict memory layout

Increases success of ROP (Return-Oriented Programming) and memory corruption
exploits



B8 C\Users\Fatih BulbUl\Bug-Bounty\Sigcheck\CyberGhostVPNSetup.exe nDbg 1.2504.15001.0 (Administrator)

Home View Breakpoints Time Travel Model Scripting Source Memory Extensions Command

I > (T Step Out ) Step Out Back D Restart D @ @ o

Break G F}Steplntu {*} Step Into Back - B Stop Debugging Setti Soumcelns ol Local Feedback
rea _D ﬁ‘Step QOver *{} Step Over Back :‘fb 4 Detach etlingsipourcgAssemoly uciff‘ eedbac

v Contro Reverse Flow Contro End Preferences Help

A Command

----> Repository : LocalInstalled, Enabled: true, Packages count: 44

Microsoft (R) Windows Debugger Version 16.0.27829.1281 AMD64
Copyright (c) Microsoft Corporation. All rights reserved.

CommandLine: C:\Users\Fatih Bilbul\Bug-Bounty\Sigcheck\CyberGhostVPNSetup.exe

skxskskxiiis path validation summary **&xEskkskkssck
Response Time (ms) Location
Deferred srv
Symbol search path is: srv®

Executable search path is:

0 fowapy sizisibay Ajquassesig

| This target supports Hardware-enforced Stack Protection. A HW based

| "Shadow Stack" may be available to assist in debugging and analysis. |
| See aka.ms/userhsp for more info. |
| !
I |

ModLoad: baaaaeaa‘eaceaaea 0200000R° BBcb200@8  WebBootstrapper.exe

ModlLoad: eeee7ffb’ e2e3@@9e @eee7ffh’ eles7eee ntdll.dll

Modload: @e@e7ffb’ d403aade @eee7ffh’ dideboas C: \WINDOWS\SYSTEM32\MSCOREE .DLL
ModLoad: 00@07ffb elcedone 9ee07ffb’ eldadeee C:\WINDOWS\System32\KERNEL32.d11
ModLoad: 0e@e7ffb’ e@190000 BE07ffb’ e@562000 C:\WINDOWS\System32\KERNELBASE.d11
ModLoad: 00@07ffb’ dceaeeee veee7ffb’ dcli7eee C:\WINDOWS\SYSTEM32\apphelp.dll
(4a4c.136@): Break instruction exception - code 8@@@88e3 (first chance)
ntdll!LdrpDoDebuggerBreak+8x36:

02887ffb’ e2feched cc int 3
0:000>
Locals > & X | Threads
Name Value Type Location TID Indlex Thread

0x1360 0x0 00400000°0002b89%

\Users\Fatih Bulbdl\Bug-Bounty\Sigcheck\CyberGhostVPNSetup.exe - WinDbg 1.2504.15001.0 (Administrator)

Home View Breakpoints Time Travel Model Scripting Source Memory Extensions. Command

II {'} Step Out {} Step Out Back Restart D o ool 0 E
4 Ioo|

{*} Step Into Back - B Stop Debugging Setting<B o] Focaleas
{} Step Over Back :‘:i’ 2 Detach SHINOS R ssemay ”c:c:' seabac

Reverse Flow Contro End Preferences Help

Command

HHERRERREXREE Dath yalidation summary FC B R
Response Time (ms) Location
Deferred srv*
Symbol search path is: srv®

Executable search path is:

| This target supports Hardware-enforced Stack Protection. A HW based
| "Shadow Stack"” may be available to assist in debugging and analysis.
| See aka.ms/userhsp for more info.
[

\

\

p Mowspy si121s1bay Ajguwassesig

Modload: PBREEEAE” @R630080 GOPGEEES” BA652880  WebBootstrapper.exe

ModLoad: eeee7ffb”e2e30800 @e887ffb” e3847880 ntdll.d1l

ModLoad: eeee7ffb" d4o8eeed @eee7ffb’ digebeea C: \WINDOWS\SYSTEM32\MSCOREE.DLL
ModLoad: ©eee7ffb"elce0@sd @eee7ffb’ eldasece C:\WINDOWS\System32\KERNEL32.d11
ModLoad: 8eea7ffb’e8190800 20867ffb” eBS638680 C:\WINDOWS\System32\KERNELBASE.d11
ModLoad: ©@ee7ffb" dceageee eeee7ffb dcli7eee C:WWINDOWS\SYSTEM32\apphelp.dll
(1bb4.5324): Break instruction exception - code ge@@eese3 (first chance)
ntdll!LdrpDoDebuggerBreak+8x3@:

Beee7ffh e2fBcbed cc int 3
8:808> g

ModLoad: eeee7ffb" cogfeesd @eee7ffb’ coadbeee
ModLoad: eeee7ffb" eobcoesd @eee7ffb’ edbcsese
ModLoad: @eea7ffb”eBaceaes @ese7ffb” edb71eee
ModLoad: eeee7ffb”e8favees eese7ffb” ele47e80
ModLoad: eeee7ffb"elleoesd @eee7ffb’ ella7ece
ModlLoad: 8eea7ffb’e8730800 20867ffb ed7538680

Medl nnd. AAAATLLLT ~79FARAA AARRTLLL" A7 ASAAAN

\WINDOWS\system32\tmumh\20019\AddOn\8.55.0.135e\TmUmEvte4.d11
\WINDOWS\System32\PSAPI.DLL

:\WINDOWS\System32\ADVAPI32.d11

P \WWINDOWS\System32\msvert.dll

:\WINDOWS\System32\sechost.dll

:\WINDOWS\System32\bcrypt.dll
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¥ Combined Business Risk
These two weaknesses, when combined, create a dangerous scenario:

Trust Bypass: The SHA-1 signature flaw allows an attacker to sign a fake binary that
Windows accepts as “Signed”



Exploit Reliability: The predictable memory layout increases exploitability of memory-
based vulnerabilities

Supply Chain Threat: End users are at risk of installing malware that appears legitimate

i Supporting Evidence
Attached screenshots of:

SHA-1 forged certificate creation and signing
Sigcheck verification (shows “Signed” despite fake cert)
WinDbg memory base address outputs proving ASLR weakness

Each step has been performed on a clean Windows environment using official tools
(BinSkim, WinDbg, signtool, OpenSSL)

Conclusion

This is not just a theoretical misconfiguration — it is a practical attack vector that shows
how a motivated adversary could bypass trust and memory protections. The attached
PoCs directly demonstrate real-world exploitability.



