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Object Layout

NativeObject

0x0: shape

0x8: slots

0x10: elements

0x18: inline slots[]
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ObjectElements

0x0: flags

0x4: initializedLength

0x8: capacity

0xc: length

0x10: elements[]

ObjectSlots

0x0: capacity

0x4: dictionarySlotSpan

0x8: maybeUniqueId

0x10: slots[]

Shape

…

Store indexed 
elements

Store non-indexed 
properties

Indicate properties’ 
name and their 
storage position

Store inline 
properties
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PoC
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const obj = {
get prop() {

Object.defineProperty(this, "prop", { enumerable: true, value: 0x1234 });
return false;

},
};
obj[Symbol.unscopables] = obj;

with (obj) {
assertEq(prop, 0x1234);

}

SIGSEGV on 
dereferencing 

0x1234



Type Confusion Figure

GetterSetter

0x0: getter

0x8: setter

7

NativeObject

0x0: shape

0x8: slots

0x10: elements

ObjectSlots

0x0: capacity

0x4: dictionarySlotSpan

0x8: maybeUniqueId

0x10: prop

0x18: Symbol.unscopables

JSFunction

0x0: shape

0x8: slots

0x10: elements

0x18: flagsAndArgCount

0x20: nativeFuncOrInterpretedEnv

0x28: nativeJitInfoOrInterpretedScript

0x30: atom

Confused Type

0x1234

Type Confusion Between GetterSetter and Integer



with statement

• The with statement extends the scope chain for a statement.

• The with statement adds the given object to the head of this scope chain during the 
evaluation of its statement body. Every unqualified name would first be searched 
within the object (through a in check) before searching in the upper scope chain.

• The following with statement specifies that the Math object is the default object. 
The statements following the with statement refer to the PI property and the cos
and sin methods, without specifying an object. JavaScript assumes the Math
object for these references.
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let a, x, y;
const r = 10;

with (Math) {
a = PI * r * r;
x = r * cos(PI);
y = r * sin(PI / 2);

}



Symbol.unscopables

• The Symbol.unscopables static data property represents the well-
known symbol Symbol.unscopables.

• The with statement looks up this symbol on the scope object for a property 
containing a collection of properties that should not become bindings within the 
with environment.
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const object1 = {
property1: 42,

};

object1[Symbol.unscopables] = {
property1: true,

};

with (object1) {
console.log(property1);
// Expected output: Error: property1 is not defined

}



PoC Explanation

• When getting property prop from obj,

1. Engine finds obj.prop is an accessor property.

2. Engine tries to know prop should be a binding by getting 
obj[Symbol.unscopables].prop, which makes obj.prop become a data 
property and tell engine prop should be a binding.

3. Engine tries to execute the accessor, but find the pointer to accessor becomes an 
integer. The engine crashes.

10

const obj = {
get prop() {

Object.defineProperty(this, "prop", { enumerable: true, value: 0x1234 });
return false;

},
};
obj[Symbol.unscopables] = obj;
with (obj) {

assertEq(prop, 0x1234);
}
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RCE without ASLR: Type Confusion Figure

GetterSetter

0x0: getter

0x8: setter
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NativeObject

0x0: shape

0x8: slots

0x10: elements

ObjectSlots

0x0: capacity

0x4: dictionarySlotSpan

0x8: maybeUniqueId

0x10: prop

0x18: Symbol.unscopables

JSFunction

0x0: shape

0x8: slots

0x10: elements

0x18: flagsAndArgCount

0x20: nativeFuncOrInterpretedEnv

0x28: nativeJitInfoOrInterpretedScript

0x30: atom

Confused Type

BigUint64Array Buffer with VA Fixed

JSObject (Faked)

0x0: shape

Shape (Faked)

0x0: base

0x8: immutableFlags

libc
one_gadget

Real Type

GetterSetter (Faked)

0x0: getter

Double as Pointer (Release)

BaseShape (Faked)

0x0: clasp

0x8: realm

JSClass (Faked)

0x10: cOps

JSClassOps (Faked)

0x38: call



Demo
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Tried methods to RCE with ASLR but failed

• Are we able to transform this Type Confusion with more exploitability?

• Try 1: Mutate the PoC to call setter, instead of getter

• Type Confusion doesn’t happen anymore because 

• The variable GET operation is translated into GetName in bytecode.

• GetName do cache the type of property, GetterSetter, for later use.

• The variable SET operation is translated into BindName + SetName in bytecode.

• BindName + SetName don’t cache anything.
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Tried methods to RCE with ASLR but failed

• Are we able to transform this Type Confusion with more exploitability?
• Try 2: Assign the prop with a real object whose critical fields are controllable, instead of 

an integer
• Selected possible object candidates: Symbol & BigInt

• Selection Principle: The field at offset 0x0 of object candidates, which is the original place of pointer to 
GetterSetter, must be a pointer to a callable object to achieve control flow hijacking. 

• Symbol: The field at offset 0x0 of Symbol is a pointer to JSAtom.

• The field at offset 0x0 of JSAtom is lengthAndFlags. To make engine consider JSAtom a callable object, we 
should mutate lengthAndFlags to a real Shape pointer or point to a fake Shape. To implement any of these, 
prerequisite is to bypass ASLR.

• BigInt: The field at offset 0x0 of BigInt is lengthAndFlags.

• We must fake an JSObject and make it callable, then make lengthAndFlags point to it. This will also need to 
bypass ASLR.

• What’s more, lengthAndFlags is hard to mutate due to it cannot be controlled by user directly.

• To conclude, this try also seems unexploitable unless disabling ASLR and solving the 
mutating difficulty of lengthAndFlags.
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Tried methods to RCE without ASLR

• Are we able to transform this Type Confusion with more exploitability?

• Give up bypassing ASLR

• Try 3: Assign the prop with a double, instead of an integer, to make engine 
consider it a pointer to object in release compilation.

• Once we give up bypassing ASLR, we’ll find that the address of data buffer of an allocated 
tremendous large TypedArray is fixed without ASLR.

• Then, we fake all need data structures in the address-fixed buffer to achieve control flow 
hijacking.

• This is easier than previous try because we don’t need to mutate lengthAndFlags.

• This type confusion figure is presented in precedented slides.
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Thank you!
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