
Formidable 4.09.04
Responsible Disclosure 

by Maximilian Barz

The following vulnerabilities are part of my responsible disclosure and Bug Bounty Hunt. 

If your organization has a BugBounty program I would be happy receiving a little Bug Bounty. If 
this is not the Case I would really appreciate if you would publish my name next to this Bug in your
next release notes as reputation is much more valuable for me than money. 

Summary:
Found Vulnerabilities: 

• HTML Injection
• Cross-Site-Scripting (XSS)

Affected files:
• /formidable/classes/helpers/FrmEntriesListHelper.php on Line 309

Attack Scenarios:

Vulnerability Chain 1: XSS in Wordpress Admin Interface + Wordpress CSRF  resulting in 
Remote Code Execution.

PoC Videos:

• XSS PoC in Formidable 4.09.04
(https://youtu.be/kBmXCXUInPQ)

• RCE through XSS and  Wordpress CSRF in Formidable 4.09.04
(https://youtu.be/kx5P6jz6SWo)

All videos are not public and just via their specified URI available
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Vulnerabilities and attack scenarios:

1. HTML Injection leading to Cross-Side-Scripting (XSS)
Formidable 4.09.04 allows to inject certain HTML Tags like 
<audio>,<video>,<img>,<a> and<button>.

This could allow an unauthenticated, remote attacker to exploit a HTML-injection by
injecting a malicous link. The HTML-injection may trick authenticated users to 
follow the link. If the Link gets clicked, Javascript code can be executed. The 
vulnerability is due to insufficient sanitization of the „data-frmverify“ tag for links in
the web-based entry inspection page of affected systems. A successful exploitation in
comibantion with CSRF could allow the attacker to perform arbitrary actions on an 
affected system with the privileges of the user. These actions include stealing the 
users account by changing his password or allowing attackers to submit their own 
code through an authenticated user resulting in Remote Code Execution. If an 
authenticated user who is able to edit Wordpress PHP Code in any kind, clicks the 
malicious link PHP code can be edited.

See PoC Video: Video 1
Calculated CVSS: 7.0 Medium
CVE: Not requested yet. (If Formidable acknowledges the presence of the 
vulnerability I will request a CVE number for it).
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Demonstration on how these vulnerabilities can be turned into 
a whole system compromise using attack chains:

Attack Chain 1: XSS in Wordpress Admin Interface + Wordpress CSRF  resulting in Remote Code
Execution.

This scenario demontrates how an attacker is able to complety compromise a Wordpress application
through XSS by exploiting Formidable 4.09.04  forms.
To make this attack chain work, an administrator has to be tricked into clicking a malicious link 
while beeing logged in to Wordpress. 

Step 1: The attacker submits a new form entry and intercepts the request for further inspection. 
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Step 2: The attacker changes the corresponding entry fields to create a fake message 
pretending coming from the developers. 

Step 3: Attacker creates a payload which edits the index.php file to insert the following line.
(Full Payload appended in file XSS_PAYLOAD_FORMIDABLE.txt):

• echo system($_GET['cmd']);
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Step 4: The attacker HTML encodes the whole payload and places it inside of data-
frmverify:

Step 5: The Attacker sents the modified entry and waits for an Admin to inspect it.
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Step 6: Administrator logs in and inspects new form entries.

Step 7: Administrator clicks the „Update here“ Field. This executes the injected Javascript.
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Because the user (In this case admin which is not uncommon) is authenticated and is able to edit 
PHP Files, the index.php can be edited, resulting in Remote Code Execution.

Impact: Critical

Compromised Systems or accounts: 
• User account

In case of privileged User:
• Wordpress Application
• Wordpress Server

Full PoC Video: Video 2
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