
Subrion CMS v4.2.1 Reflected XSS 
 
Evidence 

1. Tester accessed the default template named “Kickstart” of Subrion CMS v 4.2.1  
 
 

 
 

2. In the search bar, tester injected the javascript payload 
“<script>alert(document.cookie);</script>” and web application returned the 
current cookie of the administrator user. These attacks could allow attacker to steal 
the victim’s browser cookies in the Subrion web application. 
 

 
 



 
 

3. The following shown the HTTP request and response of the web application 
 

 



 
 

4. The following evidences shown the current version of Kickstart template and Subrion 
CMS. 

 

 
 

 


