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About This Release

Comodo Dome Firewall Team is happy to announce the global availability of Dome Firewall Virtual Appliance 2.7.0 and
Central Manager 1.5.0. The release provides several improvements and various fixes. This document communicates all
the major changes in Dome Firewall 2.7.0 and Central Manager 1.5.0.

Compatible Products
All previous versions are updated to 2.7.0 and 1.5.0 without any issues or service interruptions.

Improvements

e It is now possible to delete IPsec connection settings without any issues.
e [Psec/ L2TP users can now be added for organizations.
e “Host to net” is introduced as an IPsec connection type option.

Fixes

¢ Due to a vulnerability on Dome Firewall’s "Web Console”, by using HTTP methods, injections could
be made to enable/disable SSH Access of Dome Firewall Virtual Appliances. This major issue is
solved for good by removal of vulnerable “"Web Console” application on all versions of Dome
Firewall.

e There was a problem related to the download process of CA certificates; the issue is fixed, and CA certificates
can now be downloaded without any problems.

There was an issue concerning the deletion of FW address and groups, which is now fixed for good.

e The communication problem between CM and FW that made L2TP server configuration difficult was eliminated
for good.

L2TP users can now be deleted.
No more there is a problem related to the duplication of L2TP users when their name is edited.
Previously, VPN users were created without password verification; which is fixed for good now.
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