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Description

CVE-2016-3238 (Windows Print Spooler Remote Code Execution 
Vulnerability) is a vulnerability within Windows Print Spooler in most 
Windows System (from Windows XP to Windows 10) that allows 
attackers to execute arbitrary code by providing a crafted print 
driver. This vulnerability is pair with CVE-2016-3239(Windows Print 
Spooler Elevation of Privilege Vulnerability)

The root cause of this vulnerability lies in the 
“PSetupDownloadAndInstallLegacyDriver” function of ntprint.dll library. The 
function is responsible for checking policy and initiate installation with 
elevated privilege. 

Execution of vulnerability

The vulnerability can be exploited 
1. Within the network  
2. from outside of the local network. 

In order to exploit this an attacker must be able to compromise a 
printer or a print server. After that, execution of this vulnerability can 
be done via Injecting dll patched with payload onto a printer. Once the 
user tries to connect to the printer itself or through print server. The 
patched dll will be sent and installed without administrator rights and 
without even prompting any warning, UAC or even binary signature 
verification. 

1. Execution via local network

Assuming the attacker is already inside the network. The attacker can 
execute the exploit in three ways.
1. The attacker can replace the compromised printer’s driver with a 
malicious driver by hacking the targeted printer’s vulnerabilities.

2. If hacking a printer is not feasible due to circumstances, the attacker
can advertise a rogue/fake printer on the network and just patiently 
wait for a user to connect.

3. The attacker can perform a man-in-the-middle attack by monitoring 
the networks trafcs and intercept a legitimate printer driver 
installation process and replace the driver with a patched driver. 
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For 1 and 2, when the user connects to the printer, the printer driver 
will be installed without any user’s consent all under the system right. 
Thus, allowing the attacker access to the victim’s machine easily. 

The process will be repeated multiple times thus efecting multiple as users 
will probably connect to the printer. (Watering hole attack)
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2. Execution via Internet 
(Going global with Internet Printing Protocol and WebPointNPrint)

The vulnerability can be exploited via outside of the network as the same 
process works for IPP(Internet Printing Protocol) and webPointNPrint(MS-
WPRN). 
The attacker can set up a malicious website and let the user connects to the 
site as Microsoft’s IPP allows the same mechanism to load drivers from 
printers through the internet.

Once the user connects to the website, the attacker’s print driver will be 
delivered and installed on the victim’s computer.
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Now the attacker in inside the network, he can now search for a printer on 
the network to exploit in order to place a fake driver or advertise a 
rogue/fake printer in order to infect as much computers as he can.
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Affected Systemss 

Windows Vista
Windows Server 2008
Windows Server 2008 R2
Windows 7
Windows 8.1
Windows Server 2012
Windows Server 2012 R2
Windows RT
Windows 10
Windows Vista
Windows Server 2008
Windows Server 2008 R2

Mitigation and prevention strategies

Mitigation & Prevention Strategies

1. Disable Point-and-Print. (security over convenience) 
2. Add warning and request UAC. 
3. Perform network content inspection signatures for the IPP/WebPnP variant 
of the attack.
4. Using drivers that used Point-Print-Print(v4) instead of v3. 

The first version of fix has been released by Microsoft on July 2016.
The update enforces the validation of printer drivers prior to their installation. The 
second fix addressing the issue was released on November 2017.
Microsoft has also released the needed documentation for the development of 
enhanced Point-and-Print(v4). 

5.  Windows update patch : KB3170455 -  this security update released on July 12, 
2016 is to fix this vulnerability. 
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Demsonstration of the exploit in action

We have to admsit that we do not msanage to performs the exploit ‘the right 
way’ due to technical challenges.
So under this section, we have two sub-sections.

1) What we tried at first
2) The outcome – what we did  

1) What we tried at first 
*This is what we tried and failed. So, you may not proceed this in the VM that we 
submitted.

This is the layout of what we did in order to create a scenario for the exploit
We used 3 machines.
Windows Server 2012(Print Server - connected to the printer),
Kali Linux (Attacker’s machine).
Windows 7 (Victim’s machine).
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On Kali Linux,
1. Generating dll payload using msfvenom

2. Listening for reverse tcp connection from victim‘s machine.
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On Windows Server 2012(Print Server),
1. Setup Print Server and enable IPP.
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2. Setup a printer using our payload driver patched with the dll generated in Kali.
*This is where we fail to do. The payload dll was never able to successfully
copied to the victims’s msachine. 
*We created our own driver using Visual Studio but that also failed.
*We tried using backdoor factory to patch but failed. 

On Windows 7,
1. Connect to the print server’s compromised printer
As shown in the photo, the connection was successful and able to check documents 
and status.

However, once we check the driver of the printer on this victims’s msachine.
Only a few fles are downloaded and executed. Not the attacker’s drivers. 
Hence, the attack is a failure.
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2) The outcomse – what we did  

We created v4 printer driver using Visual Studio 2017. We import the generated 
payload from the kali machine into this driver files. On top of that, we also modified 
the drivers so that it will drop autorun malicious .exe files every time user log in or 
start up in the windows 7.
In this case, we use .exe file instead of dll. During installation, the following registry 
key will be added into the windows 7.
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We then installed this driver on the Windows Server 2012 R2. In a way, where 
attacker manage to access the server and have the credentials to perform printer 
installation. 

The .inf file is the file where we created previously (the registry, the malicious exe 
files will be permanently installed into the server).
Move back to Windows 7, where the victim log in as standard user. And the user is 
trying to install new printer (with the malicious driver that we just installed on the 
server).

Note that printer installation through the server will be perform on SYSTEM 
privilege. It’s a critical vulnerability. Upon successful installation, the registry for 
auto-run key will added as following:
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Upon login/startup, on the left the “cool.exe” is running. Likewise, on the right 
where our Kali linux is running metasploit to listen from Windows 7.
On Kali, we use exploits/multi/handler, then windows/shell_reverse_tcp as payload.

As long as the malicious exe(payload) is running, the attacker gains full control on 
that victim’s machine.
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